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Abstract

Human trafficking (HT) for forced sexual exploitation is incredibly pervasive,
affecting an estimated 6.3 million people at any given time. The majority of victims
are advertised online, mainly through online escort websites. Practitioners who
want to help these victims, including criminologists, social workers, and law en-
forcement agencies, often manually scroll through these escort websites to try to
find leads. This process is incredibly inefficient, as it requires lots of time, and inef-
fective, as the chance of finding HT while scrolling through ads at random is small.
While a few industry tools exist to analyze ads, they use basic techniques such as
connecting ads through metadata, and to our knowledge, don’t analyze the ad text
at all. Furthermore, these tools often have extremely limited functionality, requir-
ing practitioners to export data out of one interface and into another to analyze a
possible lead.

In recent years, some HT cases have been found, by chance, through a prac-
titioner discovering that multiple ads have similar text, since many HT cases are
part of organized crime groups. These cases are characterized by large numbers of
similar looking ads in multiple locations and advertising multiple people, making
it unlikely that only one individual posted all the content. These insights can be
leveraged to automate lead generation using publicly data so that practitioners can
help HT victims more quickly and effectively.

In this thesis, I propose to assist practitioners in identifying potential human
trafficking cases by: (1) developing scalable and explainable clustering algorithms

based on text and shared locations for finding large organized crime groups in es-
cort ad data, and (2) creating intuitive visualization techniques for presenting the
results of these to practitioners. These visualizations include an interface for quick
label generation so that we can effectively evaluate our algorithms, as well as novel
techniques for exploring connections in metadata throughout time. We also evalu-
ate our algorithms to ensure they are fair across advertised race and ethnicity.

The share of individuals affected by human sex trafficking has only increased
throughout time, and the amount of escort ad data has increased exponentially.
Through the creation of better algorithms and effective visualizations, we hope to
make the laborious task of lead generation much easier for practitioners, so that
they can focus on case-building using private data and getting HT victims the help
that they need.
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Chapter 1

Introduction

“While Jeffrey Epstein is dead and gone, there are many others around the world who
are still committing the same kinds of crimes that he did.
...In America, where only 4% of law-enforcement agencies have personnel dedicated
to exposing human trafficking, most victims must rely on their ownwits, and on luck,
to survive. I want to change that. I want not just to hold abusers accountable but also
to challenge the ways that all too often our legal system protects those abusers.”

Virginia Roberts Giuffre
Nobody’s Girl: A Memoir of Surviving Abuse and Fighting for Justice

1.1 Human Sex Trafficking (HT) in the Modern World

Human trafficking is defined as the use of force, fraud, or coercion to obtain some type of labor
or commercial sex act [82]. Human trafficking for forced sexual exploitation (hereby referred
to as HT) is incredibly pervasive, affecting an estimated 6.3 million people at any given time
[85], a 131% increase since 2017 [84]. Most victims of HT are advertised online, mainly through
classified ad-style posts on escort websites, which at-will sex workers also use for advertising
[103].

To mitigate this global issue, governments have tried a mix of generic and targeted ap-
proaches. While policy changes provide legal protections, services, and healthcare to both
at-will sex workers and HT victims alike, targeted approaches like wellness checks or federal
investigations are utilized once a case is manually identified. Due to the sheer volume of es-
cort ads posted daily on over 20 websites worldwide, identifying potential cases is incredibly

difficult. As a first attempt, practitioners would navigate to an escort site manually and comb
advertisements for any suspicious signals [43], but this approach has some drawbacks:
(a) it’s time-consuming and impractical to expect workers to find cases by manually reading

each ad; time scrolling on various escort ad websites to try and find a lead;
(b) it’s ineffective for organized crime groups who make up the vast majority of HT cases, since

the suspicion often comes not from one individual advertisement, but instead by observing
a group of highly similar posts advertising different people [18]; and
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(c) it ignores other relevant advertisers on these websites, including spammers posting fake
advertisements en masse or massage parlors, which may or may not involve HT.

Figure 1.1: Global number of reported sex trafficking has been growing exponentially and tends
to primarily affect those who identify as women. (Note: the true number of cases are vastly
under-reported, so the true figures are likely much higher.)

1.2 Practical Challenges Informing Research Directions

Practitioners have long been interested in data-driven approaches to better identify possible
leads of HT in escort ads since, theoretically, some of the aforementioned challenges could be
addressed. At the start of this thesis, some practical challenges (hereby referred to as *PC1:
Data— *PC4: Interpret throughout this thesis) have made it difficult for experts to directly
use the state-of-the-art.

1.2.1 *PC1: Dirty Data breaks standard assumptions of online text content,

affecting performance of off-the-shelf models.

While the capabilities of language models have exploded in recent years, there are some quirks
of escort ad data that make it difficult to directly adopt these models to our purposes, especially
due to the sheer amount of highly explicit content and writing style unique to escort ads. Since
most models are not built or evaluated with this use case in mind, model performance suffers,
even after fine-tuning [61]. Specifically, writing style quirks unique to escort ads, such as gram-
matical or spelling differences and secret encodings (i.e. emojis denoting certain services) can
also affect performance.

Our Solution: Build models from scratch using insights from HT domain knowledge and pro-
cure labels so we can evaluate on real-world data, since we know performance in one domain
may not generalize to ours.
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1.2.2 *PC2: Few/Expensive Labels are difficult to procure for HT, severely

limiting algorithm choices and evaluation.

Since HT is under-reported and difficult to prosecute, ground-truth labels are difficult to come
by; the standard process involves domain experts labeling ads for their likelihood of traffick-
ing. Practitioners previously tried manually labeling ads for a classification task (see Section
3.6.1.2) but found it too onerous and time-consuming to ever repeat. However, more up-to-date
labels will be needed to continue evaluating future methods, especially as the behaviors of per-
petrators change over time.

Our Solution: First, design unsupervised algorithms so smaller datasets can be used for eval-
uation only (see Chapter 3, then design a custom data-labeling interface, carefully visualizing
results to reduce the labeling burden, making manual labeling feasible again (see Chapter 4).

1.2.3 *PC3: Legal/Financial Limits affect possible model choices due to

computational constraints and concerns about explainability

In a government or policing context, models can easily infer negative biases about race/ethnicity
or other physical characteristics present in escort ads, which could lead to negative outcomes for
some at-will sex workers. Since federal or international government agencies are often involved
in HT cases (especially for organized crime groups), there is concern about “interpretability”
from the expert’s perspective, especially for methods used to flag ads as suspicious, as they could
capitalize on racial biases that unfairly target some while leaving others behind.

These concerns are not just one-sided; tech companies that provide access to off-the-shelf
models, understandably, are actively trying to limit the amount of sexually explicit content that
is processed and/or generated by LLMs by implementing safeguards where the LLM refuses to
generate certain content1.

Our Solution: Be selective about which methods we use from an ethical and practical perspec-
tive. Use methods that meet the domain expert’s criteria for “interpretability” and, as much as
possible, check for racial biases (see: Chapter 6).

1.2.4 *PC4: Expert interpretability is difficult with clustering algorithm

results, making it difficult for experts to incorporate models

Specificallly, when practitioners investigate groups of suspicious ads, they consider the timeline
& volume of ads posted, patterns in the contact information used in the ads, spread and timeline
of the geographic footprint, and the similarity of advertisements. They also sometimes consider
the connections between some of these entities (i.e. ads that use the same phone number). All
of this data can be overwhelming to parse, but is necessary to show a domain expert whether
the goal is to label a suspicious cluster or recommend it for further intervention.

1Interestingly, we saw these safeguards become more comprehensive over time as we were testing out these
models – we observed previously-working prompts that, a few months after their initial use, were no longer able
to “trick” the LLM into generating sexually explicit content.
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Our Solution: Provide experts with more than just algorithm results, using data visualiza-
tion techniques to provide them with a summary of all the relevant information needed for
them to make an informed decision on a possible case (see: Chapter 5).

1.3 Contributions and Thesis Organization

To manage these practical challenges, we must ensure that any improvements to the current
process are realistic (i.e. respecting the constraints on data availability, compute power, and
model selection) and interpretable (i.e. experts of all backgrounds can interpret and use the
results). The contributions of this thesis have been organized under Part 1: Algorithms and
Part 2: Visualization, where each chapter describes one or more projects towards a common
research goal, as well as how those projects address *PC1 – *PC4.

Part 1: Algorithms for finding suspected HT in escort ads
Chapter 3: InfoShield andDeltaShield findmicroclusters of suspicious ads, outperform-
ing the state-of-the-art all while addressing a more realistic setting.

• Addressing Challenges:
InfoShield is unsupervised (addr. *PC1: Data),
uses principled methods that are more easily interpretable (addr. *PC3: Legal),
and
provides a summary template for each microcluster of similar ads (addr. *PC4: In-
terpret).

• Impact:
In the news: InfoShield highlighted on local Pittsburgh news channel WPXI �,
Carnegie Mellon University�, and McGill University�.
InfoShield is also currently being integrated by Marinus Analytics.

Part 2: Visualization for data labeling and interpretation
Chapter 5: TrafficVis provides a 10x speedup in labeling time vs. manual labeling (addr.
*PC3: Legal), the previous standard and was highly rated in expert feedback.

• Addressing Challenges:
By carefully visualizing results from InfoShield with other relevant data in an
interactive dashboard (addr. *PC1: Data, *PC4: Interpret),
practitioners can finally see all the information available in the ads that can help
them label the cluster (addr. *PC2: Labels) as HT, at-will, or other.
TrafficVis provides a 10x speedup in labeling time vs. manual labeling (addr.
*PC3: Legal), the previous standard and was highly rated in expert feedback.

• Impact:
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Best Poster Honorable Mention VIS 2021.
Best Paper Honorable Mention VIS 2022.
TrafficVis was used to curate a small labeled dataset that can be used for evalu-
ation.

Chapter 5: TrafficBoard summarizes connections between pieces of evidence in a particu-
lar case to help practitioners kickstart their consideration or possible investigation of a potential
case.

• Addressing Challenges:
After a formative study of 14 practitioners across 4 countries in North America and
Europe (addr. *PC3: Legal),
TrafficBoard summarizes and redesigns standard graph-based layouts to help
interpretability of HT evidence graphs (addr. *PC4: Interpret)
enabling users tomore efficiently explore graph-based evidence data, which is error-
prone (addr. *PC1: Data).

• Impact:
TrafficBoard is currently being integrated by Marinus Analytics.

A tabular representation of the thesis layout can be found below.

1 Introduction
2 Background and Related Work
Part I: Algorithms towards fighting HT *PC1 *PC2 *PC3 *PC4

3 InfoShield: Detecting suspicious micro-clusters... ✓ ✓ ✓ ✓

Part 2: Visualization for labeling and interpretation *PC1 *PC2 *PC3 *PC4

4 TrafficVis: Interactive visualization for cluster labeling ✓ ✓ ✓ ✓
5 TrafficBoard: Graph-based visualization... ✓ ✓ ✓

6 Discussion & Future Work
7 Conclusion

Table 1.1: Overview of the thesis.

Reproducibility. Each chapter has a link to the associated paper and public GitHub repository.
We (andMarinus Analytics) keep the HT data private to protect the safety of victims and at-will
workers, and additionally provide other public dataset alternatives for each project (i.e. Twitter
data for InfoShield, synthetic data for TrafficVis).
Acknowledgements. This thesis is based upon work supported by the National Science Foun-
dation Graduate Research Fellowship under Grant No. DGE1745016 and DGE2140739. This
work was also financed in part by a grant from the Commonwealth of Pennsylvania, Depart-
ment of Community and Economic Development.
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Chapter 2

Domain Information &

Background

Important insights can be made by talking to investigators, survivors, criminologists, and other
stakeholders that guide our algorithm and design decisions. We discuss the previous approaches
they’ve taken to targeting HT online, their shortfalls, and how those approaches motivate our
general approach.

2.1 Previous Attempts to Find HT

2.1.1 Practitioner’s State of the Art: Manual Inspection

Previously, investigators would search for leads by navigating to an escort website and inspect-
ing advertisements, one-by-one, for any possible signals of HT. Over time, practitioners have
identified many “red flag” signals that associate an ad with HT risk by practitioners, such as
“movement language” (i.e. “New in town”) or client screening language (i.e. “Must be clean”).

Although these signals are legitimately helpful to practitioners even today, they are not
always reliable indicators of HT due to the adversarial nature of this problem. In particular,
there are three main issues with relying on static signals alone.

1. Signals change over time: Traffickers constantly change their signals over time to avoid
detection. For example, an ad containing movement language was found to be 70% less
likely to be HT, despite movement language being commonly mentioned by practitioners
as suspicious [78]. Due to the adversarial nature of catching HT, we cannot rely on these
signals alone.

2. Practitioners are at a disadvantage: HT cases often take years to go through investi-
gation and the legal system, during which time most evidence pertaining to that case will
not be shared, even if that evidence points to new signals of HT. Even though new signals
will eventually be shared with practitioners, those signals will be years old by that time,
giving traffickers a huge advantage in avoiding detection.
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3. Legislation changes escort advertising patterns: Signals for HT are largely affected
by policy surrounding sex work and HT, which differ between countries and after large
legislative changes within one country, such as FOSTA-SESTA passed in the United States
in 2018.

Real-world example: FOSTA-SESTA

Since HT victims are posted alongside at-will sex workers on escort websites, the
legality of sex work in a particular location shapes the escort ads from that region.
For example, practitioners observe that at-will workers provide more details than
traffickers in countries where sex work is decriminalized, making HT easier to spot
than in places where sex work is illegal.
New legislation can also impact escort advertisements, such as the controversial
FOSTA-SESTA (Allow States and Victims to Fight Online Sex Trafficking Act/Stop
Enabling Sex Traffickers Act) passed in 2018 in the US, which held escort websites
liable for HT content posted using their platforms. This led to the shutdown of the
single-most popular escort website at the time, backpage.com, which investigators
often used to catch traffickers.
While FOSTA-SESTA has been criticized for endangering at-will sex workers in the
US, it also has made detection of HT much more difficult for investigators using
those platforms, even prompting a letter from the US Department of Justice tes-
tifying that FOSTA-SESTA would make it increasingly difficult to investigate and
prosecute trafficking cases [19]. Advertisements are now fragmented across many
websites, each with their own posting rules and requirements, making it harder
to connect ads coming from different websites, and unfortunately, much easier for
traffickers to avoid detection.

2.1.2 Previous Tech-Based Solutions

Previous HT detection methods focused on advertisement-level classification rather than clus-
tering [5, 40, 58, 100]. Many of these methods relied on specific indicators to mark ads as sus-
picious, such as keywords indicating underage victims. However, due to the adversarial nature
of HT, predefined features will not stay relevant over time. Supervised methods used text and
image data to predict the suspiciousness of an ad [100, 108] on a particular dataset, but super-
vised methods are not maintainable due to the number of labels required. Most problematically,
these methods cannot find groups of organized activity, which is problematic for investigators
– if a particular trafficker is being investigated, they need to discover all ads that are relevant
to understand the scope of HT and quickly provide help to victims.

2.1.3 Major Insight from Accidentally-Found Case

One prosecuted case, which was found by chance through a benign misspelling, fundamentally
changed how practitioners looked at escort advertisements. While manually looking on an
escort site for suspicious signals, a practitioner noticed a benign but eye-catching misspelling
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in an advertisement, similar to “hillo there” 1. Many ads later, he noticed the same misspelling
in another advertisement, then another. Upon a closer look, the practitioner realized that the
ads text was almost identical between these ads, even when advertising multiple different people.
This kickstarted an investigation leading to the successful prosecution of an international HT
group including thousands of ads, all from a simple misspelling.

While the misspelling was eye-catching, it was a side effect of how traffickers generally op-
erate. Globally, organized trafficking groups make up 74% of all HT cases and include 5–10
perpetrators and 10–12 victims, per average [104]. Additionally, traffickers write the adver-
tisements in the majority of cases [86], resulting in a “template” ad that gets copied again and
again with small perturbations describing the specific person, location, dates, etc. In this spe-
cific case, the traffickers’ “template” just so happened to include a misspelling that propagated
to thousands of ads, leading to their discovery, arrest, and successful prosecution.

Importantly, practitioners realized that some strong signals for HT cannot be found by look-
ing at ads one-by-one, but instead by considering them as a group, motivating the design or
adaptation of clustering algorithms, since advertisement grouping cannot be performed man-
ually.

2.2 Participatory Design

Participatory design is a collaborative, user-centric approach where stakeholders, end-users,
and algorithm designers collaborate throughout all stages of a project, from scoping a problem
to the creation and validation of any proposed solution.

Our stakeholders include
• Practitioners & Domain Experts: includes the end users of our research, and more
broadly, those with experience in finding HT online, including investigators, criminolo-
gists, and social workers.

• HT Victims & Survivors: includes the target population of our research (current vic-
tims). While we cannot directly consult HT victims, we instead speak with previous
survivors of HT who not only help us understand the impact of our research, but also
provide essential domain knowledge.

2.3 Minimum Description Length

The Minimum Description Length principle (MDL) [89] intuitively picks the best model among
a set of models by balancing model complexity and descriptiveness through compression cost.
More specifically, MDL considers the “cost” C of any input to be the number of bits required
to fully (i.e. losslessly) describe or “write” that input. MDL states that the best model M for a
dataset D minimizes the total cost C(M,D) as described in Equation 2.1.

C(M,D) = C(M) + C(D|M) (2.1)
1Investigators do not want to publicly disclose the actual phrase used, so “hillo there” is a placeholder.
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The main insight is that MDL considers both the model cost C(M), as well as the encod-
ing of errors/deviations from the model C(D|M), which can result in simpler but still high-
performing models. Many methods don’t consider model complexity, as it isn’t an issue in all
problem domains, but given *PC3: Legal and *PC4: Interpret, MDL is well-suited to our
case.

2.4 Acronyms

Table 2.1 lists the acronyms used in this thesis, sorted in alphabetical order.

Acronym Definition
ARI Adjusted Rand Index
BP Belief Propagation
ES Early Stopping
MDL Minimum Description Length
ML Machine Learning
MSA Multiple Sequence Alignment
POA Partial Order Alignment

Table 2.1: Table of Acronyms
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Part I

Algorithms towards fighting HT
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Chapter 3

InfoShield: Detecting Suspicious

Micro-Clusters in Escort

Advertisements

This chapter is based on work published at IEEE ICDE 2021 [PDF], ACM TKDD 2023 [PDF].a

aThese papers are joint work with Dr. Meng-Chil Lee, who performed Sections 3.3.2, and 3.4.2, included
here for clarity.

3.1 Introduction

Given many advertisements, the majority of which do not belong to any cluster, how can we
find small clusters of similarly phrased ads? While the driving application is human trafficking
(HT) detection, finding similarly-phrased documents is a problem with numerous applications,
such as search engines, plagiarism detection, mailing-address de-duplication, and more.

In this chapter, we describe InfoShield, a principled information-theory based method,
then illustrate its efficacy not just towards its intended domain (HT detection), but also towards
spambot detection in publicly-available Twitter data, so that others can see its results.

3.1.1 Application to the Human Trafficking Domain

As discussed in Chapter 2, our primary motivation is to find groups of related ads, in contrast to
the ad-by-ad classification practitioners have been trying until now. Our goal is to find what we
call micro-clusters, or small1 groups of similarly phrased ads. Table 3.1 describes the expected
M.O.s we expect to find in escort advertisements.

1Here, “small” is relative to the overall size of the data. While a particular micro-cluster might be “larger” than
others, they will still be small relative to the overall number of ads, since most ads are not part of any organized
behavior
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Figure 3.1: InfoShield is effective on multiple domains: (top left) precision@k on Twitter data
is close to ideal, (top right) shows the scalability of InfoShield over different data sizes, and
(bottom) shows the interpretability of InfoShield when applied to HT detection, finding
micro-clusters of similar ads and visualizing slots (in red), i.e. portions of tweets that highly
differ between otherwise duplicate documents.

InfoShield helps practitioners save time by detectingmicro-clusters of similar ads, group-
ing them, and summarizing the common parts, as shown in Figure 3.1, which depicts Twitter
data2.

M.O. Description of advertised person
at-will an independent sex worker freely posting without coercion.
trafficking an HT victim who is being forcibly posted, usually as part of a group.

Table 3.1: Known M.O.s from experts: Our goal is to separate these two behaviors. Ideally,
we expect each micro-cluster to contain trafficking behavior and for at-will behavior to not
fall into any micro-cluster.

2We limit the number of escort ads shown for potential victim’s safety.
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3.1.2 Application to Twitter Bot Detection

Detection of organized activity also has a clear application to other CS research areas, such as
spambot detection; givenmillions of tweets, most of which come from legitimate users, how can
we find tweets that exhibit bot-like behavior? The simplest kind of bot behavior is spamming,
i.e. posting tweets that are almost or exactly identical in text, to increase visibility. Bot detection
has been well-studied, but the majority of algorithms use manually crafted features that are
specific to certain platforms, for example, the number of retweets [31, 32]. Our goal is to find
near-duplicates in any application, which includes social media platforms containing text, such
as Twitter. This particular application benefits from a vast amount of publicly available data.

3.1.3 InfoShield: the Main Insights

Our first insight is to formalize the problem with information theory, leveraging the Minimum
Description Length (MDL) principle to find good “templates” that serve as cluster representa-
tives, automatically detecting which parts of the template differ for most ads, labeling them
as “slots” (denoted in red in Figure 3.1 (bottom)). The resulting template can then be quickly
shown to practitioners to inspect. InfoShield is parameter-free, since MDL can automatically
pick the best choice of parameter values for any algorithm by choosing the combination with
the shortest compression length. This is the InfoShield-fine part of our method.

The second insight is a novel pre-processing method, InfoShield-coarse, that improves
scalability to be quasi-linear, by (a) eliminating single-copy documents/ads and (b) grouping
the rest in coarse, but mainly homogeneous, clusters that can later be refined if needed.

The resulting algorithms, InfoShield and its time-evolving extension, DeltaShield, have
a long list of desirable properties: They are

• Practical, being scalable and requiring no user-defined parameters thanks to the Mini-
mum Description Length principle.

addr. *PC1: Dirty Data: no assumptions on text structure, just on similarity
addr. *PC2: Few/Expensive Labels: unsupervised algorithm
addr. *PC3: Legal/Financial Limits: scalable

• Interpretable, providing a clear visualization and summarization of the discoveredmicro-
clusters

addr. *PC4: Expert interpretability: template is easy to interpret
• Generalizable and domain independent – we show results on two different application
areas with organized text activity, Twitter spambot and HT detection.

addr. *PC1: Dirty Data: works on multiple languages (Spanish, English, Italian).
• Incremental, processing new batches of documents on-the-fly without recomputing on
historical documents

addr. *PC3: Legal/Financial Limits: limited computational resources aren’t
used to recompute micro-clusters on historical advertisements with outdated infor-
mation.
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Reproducibility: Our code is open-sourced at https://github.com/catvajiac/InfoShield-I
ncremental. The HT dataset is available to researchers after NDA (email Dr. Cara Jones
cara@marinusanalytics.com). The Twitter datasets are publicly available (see [30]).

3.2 Background and Related Work

There is a lot of work on HT detection, document clustering, and multiple sequence alignment,
and we group it in the following sub-sections.

3.2.1 Human Trafficking Detection

Some previous works try to classify whether or not a particular advertisement is suspected of
HT [4, 41, 58, 101]. For instance, HTDN [101] proposes a supervised deep multimodal model
trained on 10K manually labeled ads. Unfortunately, due to the adversarial nature of escort
advertisements, these predefined or learned features don’t stay relevant over time. These la-
beled ads are also expensive to obtain (requiring the precious time of domain experts) and are
error-prone, as will be discussed in Section 3.6. Moreover, inspecting ads individually, we might
overlook ads that are part of an organized activity but do not stand out on their own. Therefore,
unsupervised algorithms that find connections between ads [75, 87, 88] and groups of organized
activity are preferred in this domain [67]. In particular, Template Matching [67] proposes the
first anti HT method to our knowledge to perform clustering. However, the interpretability of
clusters is limited, and the algorithm isn’t scalable.

3.2.2 Social Media Bot Detection

Most efforts in detecting bots in social media platforms are formulated as supervised classi-
fication based on features from users and the content they post [96, 111]. Fewer works look
for anomalies or fraud in networks, rather than in text, for instance [95]. A notable method,
Botometer [32], formerly called BotOrNot, is an online service that provides a score of like-
lihood that a particular user is a bot. Since it is the only state-of-the-art method with public
access to the implementation, we will use it as a baseline for our experiments in Section 3.6.
[30] gives a more comprehensive overview of Twitter bot detection methods, and also provides
the dataset we will use in Section 3.6.1.1. Very few works focus on detecting organized activity -
groups working together to mislead people about who they are and what they are doing, which
is a rising issue [46]. ND-Sync [45] finds a related but different type of behavior, i.e. “retweet
spam”, where groups of multiple users exhibit organized behavior by consistently upvoting a
particular user’s tweets.

3.2.3 Document Embedding and Clustering

Much work has been done to represent documents in a machine-understandable format. The
most widely-used approaches to represent documents include bag of words [50] and term
frequency-inverse document frequency (tf-idf) [56]. These methods are commonly used for
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plagiarism detection [20, 39, 57, 70], which is a similar setting to near-duplicate detection. How-
ever, none of these methods do visualization or ranking, and some assumptions do not work in
our case, i.e. [20] assumes documents consist of multiple lines, which is not the case for tweets
or the majority of escort advertisements.

Unsupervised word vector models such as Word2Vec [74], Doc2Vec [63], and FastText [17]
assume that words occurring in the same context tend to have similar meaning, with much
success. However, these methods require large amounts of time and data to train. Even when
trained using large datasets from Twitter data and the HT domain, we find that these generic
embedding methods do not perform as well, as shown in Section 3.6.

BERT [34] is another successful language model, but through experiments on the Traffick-
ing10k dataset, we find it does not perform well on escort ad text[61], due to the sheer number
of misspellings, shortenings, and specific escort keywords not found in normal text. Instead,
we take the approach of developing a lighter-weight solution that naturally handles the small
amount of labeled data.

Large language models (LLMs) such as ChatGPT and Gemini are being applied to a variety
of problems. Our application to the HT domain has so far been limited; many models have fail-
safes against explicit content found in escort ads. While we used early versions of ChatGPT to
generate a synthetic version of HT data [77], at the time of writing this thesis, ChatTGPT will
no longer generate ads using the same prompts as before.

Given any document embedding, we can choose frommany clustering algorithms. Density-
based clustering techniques are most relevant to finding small dense text clusters, such as DB-
SCAN [42], HDBSCAN [72], OPTICS [6], or k-means [35]. These are all powerful methods, but
none of them do slot-detection. We compare InfoShield to HDBSCAN as part of our curated
baseline for HT detection, see Section 3.6 for more details.

In Table 3.2, we give several question-marks for clustering methods because some of the
methods are scalable (k-means), while others are almost quadratic; somemethods are parameter-
free (G-means), but most are not.

Finding pairs of nearby points (or intersecting rectangles) is an old problem, under the name
of “spatial joins” [21, 69]. However, these methods are best for low-dimensional spaces, since
they use the R-tree [48] spatial access method.

3.2.4 Multiple-Sequence Alignment

Multiple-Sequence Alignment (MSA) is a well-studied area with an application to biology, for
comparing DNA sequences. The Barton-Sternberg algorithm [8] is an early profile-based ap-
proach which aligns sequences by updating a profile sequence iteratively. However, profile-
based approaches generate ambiguity among sequences. To solve this, [64] uses partial order
graphs instead of profile sequences, which enables a base in dynamic programming to have
multiple predecessors and successors.

Nature Language Processing (NLP) is another area benefiting from MSA. [9] applies MSA
to learn the patterns of given word sequences by word lattices and rewrite the sentences. [97]
focuses on aligning sentences by syntactic features to create the description for a particular
fact. However, most of these methods highly rely on parameter tuning and English syntactical
rules, assuming that all sentences are grammatically correct. This assumption does not hold for
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data on any social network or for escort advertisements, where misspellings and grammatical
errors are common. Thus, these methods are not generalizable.

3.2.5 Minimum Description Length

The Minimum Description Length principle (MDL) [89] assumes that the best model M ∈ M
for data D minimizes C(M) + C(D|M), where C(x) is defined as the cost, i.e. number of
bits, needed to describe x losslessly. The main insight is that it penalizes both the model cost
C(M), as well as the encoding of errors/deviations from the model C(D|M) - while several
other methods ignore the model complexity.

MDL has been extremely successful in several data mining tasks [47], including decision
trees (SLIQ [73]), graph mining (CrossAssociations [26]), time series segmentation and mining
(AutoPlait [71]), string similarity [59], and many more applications. It formalizes the very in-
tuitive “Occam’s razor” idea: the simplest explanation for a phenomenon or dataset is the best
explanation.

While all of the above methods have provided unique and interesting contributions, none
have all of the same features as InfoShield. Table 3.2 contrasts InfoShield against the state
of the art competitors. The algorithms in Sections 3.3 and 3.4 appeared in the conference version
of this work [65], while the journal version added the incremental algorithm, DeltaShield
(Section 3.5) and additional experiments (Section 3.6).

3.3 Proposed Method - Theory

3.3.1 Intuition and Theory

Our problem is split in the following parts: given N documents, where we suspect that there
are microclusters of organized activity:

1. Theory: how do we measure the goodness of a set of clusters, and
2. Algorithms: how do we quickly find clusters that describe patterns in the data concisely

(InfoShield-coarse– Section 3.4.1) and then howdowe refine these clusters (InfoShield-
fine– Section 3.4.2).

To explain our MDL-based method, we introduce an example set of documents (in this
case, escort advertisements) in Figure 3.2a.What would be the ideal way to summarize these
documents? Intuitively, we see that documents 1–4 and 5–7 should fall into their own clusters,
and document 8 is unlike any other in the corpus. This desired output is shown in Figure 3.2b(b).

One part of our proposed InfoShield is to use templates, which consist of constant strings
and variable strings, called slots. We depict slots with ‘*’, following the Unix convention. We
also allow the usual string-editing operations (insertions, deletions, and substitutions). Looking
at Documents 1–4 in Figure 3.2a, a human (and our InfoShield) would produce the template:

“Hi gentlemen, Korea super model just arrived... * specially selected...”

as shown in Figure 3.2b.
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Practical- Scalable ? ✓ ✓ " "

Practical- Effective ? ? ? ? ✓ " "

Practical- Ranked output ? ? ✓ " "

Parameter-free ? " "

Principled " "

Interpretable ? ✓ ✓ ✓ " "

Slot Detection ✓ " "

Generalizable ✓ " "

Incremental "

Table 3.2: InfoShield and DeltaShield satisfy our goals, while competitors miss one or
more of the features. "?" means that it does not always satisfy the condition or that it is unclear
from the original paper.
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(a) Example Input: An example set of documents, some of which are clearly related to each other. Note:
documents 1–4 are sanitized versions of actual escort advertisements.

(b) Desired Output: documents organized into microclusters, with each microcluster containing a tem-

plate describing the ads it contains.

Figure 3.2: Illustrative Example: (a) example corpus of advertisements, (b) ads grouped into two
micro-clusters and visualized using a “template”, with any individual ad deviations highlighted.
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Now let’s consider documents 5–8. Intuitively, we observe that documents 5–7 should be in
a second micro-cluster. The expected output for InfoShield should now be two templates T1

and T2, with T1 representing Doc #1-4, T2 representing Doc #5-7, and Doc #8 does not belong
to any template, as shown in Figure 3.2b.

In more detail, but still informal, InfoShield should achieve lossless compression, with
the cost being as follows:

1. Model complexity C(M): the cost to encode the t templates we discover. In our working
example, this would be the coding cost (roughly, the number of characters, below), for
T1: “Hi gentlemen, Korea super model just arrived... * specially selected...
T2: “I made 30K working * - call * or visit *”

2. Data compression C(D|M): the cost to encode slot-values, insertions, and deletions, for
each of the documents, with respect to its best template (or just the listing of the words
in the document, if no template matches). Thus, for each document, we must store (a) the
tokens in slots, (b) position and token for insertions, (c) position for deletions, (d) position
and token for substitutions, and (e) the template-id that best matches the document. Table
3.3 shows the information we include in C(D|M) for our running example.

Doc Temp. Slots Ins. Del. Sub.
#1 T1 {“Alma and Joan”}
#2 T1 {“Paula and Miya”}
#3 T1 {“Paula”} 3: “Korean”
#4 T1 {“Miya”} 1
#5 T2 {“Anne", “123.456.7890"}
#6 T2 {“Bella", “234.567.8901"}
#7 T2 {“Alexa", “345.678.9012"}
#8 N/A “Fully independent, contact me at 987-654-3210”

Table 3.3: Example encoding for C(D|M)

Notice that Docs #1-4 are compressed with much fewer characters when we use template T1,
since they have so many phrases in common.

The coding cost is roughly proportional to the number of characters we need to describe (1)
and (2) above. More formally,
Definition 1 (Total encoding cost). The total coding cost for a set of n documents with t templates

is given by

C = C(M) + C(D|M) (3.1)

In Section 3.3.2, we explain the exact cost for N documents and t templates more precisely.
Then, in Section 3.4, we propose algorithms on how to discover such a good set of templates.

We want to highlight that the separation of the cost function in Equation 3.1 from the al-
gorithms makes InfoShield extensible: we can use any and every optimization algorithm
we want. The ones we propose in Section 3.4 are carefully thought-out, and give meaningful
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results, but any other set of algorithms is fine to include – we can pick the solution with the
best coding cost.

Furthermore, InfoShield is parameter-free: any optimization algorithm minimizing total
cost does not need user-defined parameters —we can try as many parameter values as we want,
and pick the solution with the lowest cost.

3.3.2 Data Compression and Summarization

In this subsection, we give the details of the encoding cost in InfoShield. Table 3.4 provides
symbols and definitions relevant to the encoding.

Symbols Definitions
N Total number of documents in D
t Total number of templates
V Number of words in vocabulary
Ti i-th template
li Length of template Ti

si Number of slots in Ti

l̂d Alignment length of data d
wd,j Number of words in j-th slot in aligned data d
ed Number of unmatched words in aligned data d
ud Number of substituted/inserted words in aligned data d
⟨n⟩ ≈ 2 lg n+ 1: universal code length for a non-negative integer
lg(L) = log2(L): code length for integer i (1 ≤ i ≤ L)

Table 3.4: Symbols and definitions for InfoShield-fine

3.3.2.1 Template Encoding

We use the notation ⟨n⟩ for the coding cost of integer n, using the universal code length [90],
that is ⟨n⟩ = log∗ n ≈ 2× lg n+ 1.

We also assume that we have V vocabulary words total and that each is encoded as an index,
requiring ⌈lg V ⌉ bits. For a length-l document, we need ⟨l⟩ bits to encode the number of words
and lg V for each word, resulting the total cost ⟨l⟩+ l ∗ lg V .
Definition 2 (Model encoding cost). The coding cost for t templates is given by

C(M) = ⟨t⟩+
t∑

i=1

⟨li⟩+ li lg V + (1 + si) lg li (3.2)

Let’s describe every term of the above definition:
• ⟨t⟩ - universal coding, for the number of templates T
• For each template Ti, we need:

⟨li⟩ to encode the number of words in the i-th template
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lg V for each word in Ti

lg li for the number of slots si in the template, and
lg li for the location of each slot.

Arithmetic Example 1. The encoding cost for a single template Ti with 10 tokens and 2 slots is:

⟨10⟩+ 10 lg V + 3 lg 10

3.3.2.2 Alignment Encoding

Given a template and a document that it describes, what is the best way to encode the docu-
ment? The intuition is to encode insertions, deletions, and substitutions in the template, and
the tokens in slots. For the templates, we need only encode the word-location of a mismatch,
its type, and, for insertion/substitution, we encode the relevant word.
Definition 3 (Data encoding cost). The coding cost forN documents encoded with t templates is

given by

C(D|M) = N + ld × lg V

+
t∑

i=1

∑
d∈Di

(lg t+
〈
l̂d

〉
+ l̂d

+ ed lg l̂d + ud lg V +

si∑
j=1

S(wd,j)),

(3.3)

where Di denotes the data encoded by template Ti. We describe this definition in more detail:
Let DU denotes the documents that do not match any template. The encoding cost for data
d ∈ DU which is not encoded by template is simply computed by ld × lg V . For the rest, the
reasoning is as follows: Given a template Ti and a document d ∈ Di, the alignment coding cost
is:

• 1 bit for template flag yes/no
• lg t for template-id (if the flag is ‘yes’):
•
〈
l̂d

〉
for length of the alignment

• 1 bit for each word in alignment if matched/unmatched
• lg l̂d for the location of each unmatched word
• ⌈lg 3⌉ = 2 bits for operation type of each unmatched word (insertion/deletion/substitu-
tion)

• lg V for word index in vocabulary if insertion/substitution
• S(wd,j) for the number of words wd,j in j-th slot:

S(wd,j) = 1 +

{
⟨wd,j⟩+ wd,j lg V , if wd,j > 0

0 , otherwise
(3.4)

• repeat, for all other editing operations
Arithmetic Example 2. The alignment encoding cost of Doc #4 by template T1 (see Figure 3.2b,

is the following:

lg 2 + ⟨14⟩+ 14

+ 3 lg 14 + 2 lg V + 2× (1 + ⟨1⟩+ 1 lg V )
(3.5)
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3.3.2.3 Overall Encoding

Notice that we ignored the cost of encoding the vocabulary, since it would be the same for
all sets of templates, and roughly the number of bytes to spell out all the vocabulary words,
separated by a word-delimiter, such as a newline character. More accurately, this would be:
⟨V ⟩+ V × (l+1)× 8 where l is the average word length, 8 bits per character, and 1 bit for the
delimiter between words.

3.4 Proposed Method - Algorithms

How can we find templates that minimize our cost function in a scalable way? While the intu-
ition described in Section 3.3 is correct, finding such templates is an expensive operation, being
quadratic in the worst case. Thus, we first create reasonable clusters of related documents in
a scalable way, using InfoShield-coarse, then work to find templates within each cluster us-
ing InfoShield-fine. If the average cluster size remains small, in comparison to N , then we
process N documents in sub-quadratic time.

3.4.1 InfoShield-coarse

How do we quickly create coarse-grained clusters of documents with high text similarity? We
start with document embedding, then perform clustering.

3.4.1.1 Document Embeddings

How do we generate a meaningful document embedding? We wish to capture similarity be-
tween documents that contain similar phrasing, but may have small variations (insertions,
deletions, misspellings, etc). To this end, we first calculate the tf-idf weights for each phrase
(n-gram)-document pair in the corpus. When calculating tf-idf, we consider phrases up to n-
grams, with n = 5. 3

Then, for each document, we extract the top phrases with the highest tf-idf scores. By
using tf-idf and limiting the number of phrases used, we only keep the most important phrases
in the document that are unique to only a few advertisements, while ignoring commonly-used
phrases. By making the number of phrases selected a function of input size, we reduce the
risk of our results being heavily impacted by document length. Since some documents have a
maximum length (i.e. tweets) but many do not, this helps to prevent InfoShield-coarse from
being domain-specific.

3.4.1.2 Clustering

Now, how do we quickly create meaningful candidate clusters? We construct a bi-partite graph
of documents and phrases. For any document i and phrase j, we construct an edge i, j if j is a
top phrase in i. A pictoral example of this can be found in Figure 3.3. Once all documents are

3Phrase length has little impact on results past n = 5: see Section 3.6.6.
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processed sequentially, we consider all connected components in G to be our coarse-grained
clusters.

Figure 3.3: InfoShield-coarse in action: processing each document sequentially, we extract
the top phrases according to tf-idf, then analyze the connected components as coarse-grained
clusters.

In the case that these clusters end up too large (due to an “unimportant” phrase that com-
bined documents that ideally should not be combined), we rely on InfoShield-fine to refine
these clusters and split them if necessary. This is why InfoShield-coarse is very permissive,
only requiring ads to share one important phrase to be connected.

Algorithm 3.1 shows more formally how to construct a document graph using InfoShield-
coarse.

Algorithm 3.1: InfoShield-coarse
Data: N documents
Result: candidate clusters generated from N
initialize empty document-phrase graph G = (V1, V2, E);
forall documents d do

forall phrase p in FindTfidfPhrase(d) do
E ← E ∪ (d, p);

end

end

clusters←− FindConnectedComponents(G) ;
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3.4.2 InfoShield-fine

Once we have coarse-grained clusters, how do we find templates and visualize the resulting
clusters? Given data D containing multiple documents, split into coarse-grained clusters, the
goal is to automatically find a template setM containing zero or more templates. Each template
is expected to encode at least two documents. Within each coarse-grained cluster, the first task
is to generate non-singleton candidate sets of documents and find potential templates. Next,
we search for the best consensus document, i.e. the document that most represents the cluster,
and detect possible slots by optimizing our cost function in Equation 3.3. We continue finding
templates until we’ve processed all documents in a coarse-grained cluster, then move to the
next cluster. We divide our algorithm into three major steps as follows:

1. Candidate Alignment: Identify the candidate set for a template and align all the doc-
uments in the set, using multiple sequence alignment (MSA).

2. Consensus Search: Search for the best consensus document in the alignment.
3. Slot Detection: Detect slots in the consensus document to generate a template.
Let’s take the first template from Table 3.2b as an example. We show a visual representation

of what each step does in Figure 3.4.

(a) Step 1: Candidate Alignment

(b) Step 2: Consensus Search

(c) Step 3: Slot Detection

Figure 3.4: Example pipeline of InfoShield-fine: Here we show the output after each step of
InfoShield-fine.
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To compute the MSA, we carefully choose to use Partial Order Alignment (POA) [64] as our
alignment method for its effectiveness and efficiency. It is worth noting that InfoShield-fine
can co-work with any off-the-shelf MSA approaches.

3.4.2.1 Candidate Alignment

Given data D from one cluster generated by InfoShield-coarse, containing multiple docu-
ments at iteration i, the candidate set for the template needs to be identified first. We first align
all the documents d ∈ D with the first document d1 individually and then compute the cost
C(d|d1) and C(d) for every d ∈ D; if C(d|d1) is smaller than C(d), meaning that d and d1 have
high similarity and can possibly be encoded by the same template, we add d into the set Di

containing all similar documents found in iteration i. Finally, we generate the alignment Ai by
the POA method with all documents in Di.

3.4.2.2 Consensus Search

After generating alignment Ai, how do we decide which tokens are part of the template, and
which are insertions/deletions/substitutions? Keeping too many words in the template causes
more unmatched operations (insertion/deletion/substitution); while keeping too few words
hurts interpretability.

To solve this problem automatically, we turn it into an optimization problem byMDL. Func-
tion Sel(Ai, h) is used to select the sub-alignment from the POA graph, where we only keep
edges between words that occur more than h times in Ai. We aim to search for the best thresh-
old h∗

i to generate the consensus of alignment with the lowest cost. The optimization problem
can then be formed as follows:

h∗
i = min

h
C(Di|Sel(Ai, h)) (3.6)

Although our cost function is not convex, the optimization problem is only 1-dimensional,
being relatively easy to solve. Hence we employ the Dichotomous Search algorithm [29] as our
optimization method, where it returns the optimal solutions in most cases. The optimization
algorithm is shown in Algorithm 3.2, where we iteratively shrink the search space to half. The
consensus document T ′

i only contains one sequence and no slot.

3.4.2.3 Slot Detection

Once we have a template, how do we find slots? Slots contain parts of documents which we
expect to differ, either in length or content, in the same location of each document. Slots in-
herently differ from unmatched words; instead of storing the location of each unmatched word
per document as we would for unmatched words, we only store the location once, as part of
the template.

Algorithm 3.3 shows how we do slot detection. We first recognize the operation types of
words by each alignment a ∈ Ai, which are either insertions or substitutions. We identify
which words each potential slot p contains in the given consensus document T ′

i . With this
information, the computation of total cost with or without the slot p can easily be done. We
only keep slots that decrease the total cost and store them in Ti.

25



Algorithm 3.2: Consensus-Search

Data: An alignment Ai and a candidate set Di

Result: A consensus document T ′
i

Initialize hL = 0, hR = |Di| − 1;
while hL < hR do

hM ← (hL + hR)/2;
if C(Di|Sel(Ai, hM − 1)) ≤ C(Di|Sel(Ai, hM + 1)) then

hR ← hM − 1;
else

hL ← hM + 1;
end

end

T
′
i ← Sel(Ai, hM);

Return T
′
i ;

Algorithm 3.3: Slot-Detection

Data: A consensus document T ′
i , an alignment Ai, and a candidate set Di

Result: A template graph Ti with slot(s)
Initialize P as a dictionary, Ti = T

′
i ;

for a ∈ Ai do

x = 0;
for j = 1, .., la do

if aj is an insert or substitution word then

P [x]← P [x] + 1;
else

/* aj is a matched or deleted word */
x← x+ 1;

end

end

end

for p ∈ P do

if C(Di|T
′
i (p.slot← True)) < C(Di|T

′
i ) then

Ti ← Ti(p.slot← True);
end

end

Return Ti;

26



3.4.2.4 Relative Length

To study the quality of compression by InfoShield-fine, we use relative length:

Relative Length =
Cost after compression
Cost before compression (3.7)

When relative length is close to 1, it means that the quality of compression is low; when it
is close to lower bound, it means that the quality of compression is high, and the compressed
documents are near-duplicate. For that reason, we derive the lower bound encoding cost of a
cluster to study whether it is close to near-duplicate or not.
Lemma 1. The lower bound encoding cost of a cluster by InfoShield-fine is

t

n
+

1

lg V
(3.8)

where t denotes the number of templates in the cluster, n denotes the number of documents in the

cluster, and V denotes the number of words in vocabulary.

Proof. The encoding cost of n documents without template is nl lg V . By Equation 3.2, we know
that the encoding cost of t templates is ⟨t⟩+ t(⟨l⟩+ l lg V +lg l); and by Equation 3.3, we know
that the encoding cost for each document with no unmatched words is (1 + ⟨l⟩ + l). We can
then derive:

⟨t⟩+ t(⟨l⟩+ l lg V + lg l) + n(1 + ⟨l⟩+ l)

nl lg V

≈ t lg V + nl

n lg V
≈ t

n
+

1

lg V
(3.9)

where l is a small constant value that is negligible. So the total encoding cost for n near-
duplicate documents by t templates is approximately t

n
+ 1

lg V
.

3.4.2.5 Overall Algorithm

The overall algorithm of InfoShield-fine is shown in Algorithm 3.4. Given dataD containing
multiple documents from one cluster by InfoShield-coarse, we first initialize the template set
T and the number of detected template i. At iteration i, we initialize alignment by the first
document d0 ∈ D. We compare with all other documents d ∈ D to identify whether they
should be encoded by the same template. After generating the alignment Ai and the data Di

that it encodes, we search for the best consensus sequence T ′
i by optimizing the cost function.

Then we detect the slots on the consensus sequence T ′
i to generate template Ti. We include the

Ti into our template set T , and compute the total cost for both templates and data encoded by
templates. If the total cost decreases by including Ti, we include it into T and update the total
cost; otherwise, we treat Di as noise. We run InfoShield-fine on every cluster generated by
InfoShield-coarse, thus our final model M is T1 ∪ T2 ∪ · · · ∪ Tm, where m is the number of
coarse clusters. It is worth noting again that InfoShield-fine is parameter-free, needing no
human-defined parameters and optimizing for each template automatically.
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Algorithm 3.4: InfoShield-fine
Data: Data D consisting of multiple documents
Result: A template set T
Initialize T , c∗ = C(D), i = 1;
while |D| > 0 do

Initialize Ai = d1 by the first document in D;
Initialize candidate set Di;
for d ∈ D[2 :] do

if C(d|d1) < C(d) then
Di ← Di ∪ {d};
Ai ←MSA(Ai, d);

end

end

T
′
i ← ConsensusSearch(Ai, Di);

Ti ← SlotDetection(T
′
i , Ai, Di);

c← C(T ∪ {Ti}) + C(D|T ∪ {Ti});
if c < c∗ then
T ← T ∪ {Ti};
c∗ ← c, i← i+ 1;

else

Treat Di as noise(s);
end

D ← D\Di

end

Return T ;
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3.4.3 Complexity Analysis

Lemma 2. InfoShield is quasi-linear on the input size, taking time

O(Ncl) +O(kmaxNlog(N)l2) (3.10)

where N is the number of documents, l is the (maximum) length of a document, m is the number

of coarse clusters, c is the maximum number of non-duplicate documents in a cluster, and kmax is

the maximum number of templates in a coarse-grained cluster.

Proof. We analyze the runtimes of InfoShield-coarse and InfoShield-fine separately. For
InfoShield-coarse, we iterate throughN documents, picking the top 10% of phrases inN , and
adding edges between these documents and phrases. Thus the runtime of InfoShield-coarse
is O(Nl), where l is the average length of the documents.

In InfoShield-fine, there are a total of k iterations, where k is the maximum number of
templates generated from the given data. With the help of vectorization, MSA can be done in
O(l2). For each iteration, Consensus-Search requiresO(logS

′×S
′
l2) time, where S ′ is the aver-

age number of documents being aligned in each template; and Slot-Detection requires S ′
l2 time.

The time complexity of Candidate-Alignment in each iteration is O(Sl2), where S ≥ S
′ is the

average number of documents in the each cluster. Thus the time complexity of InfoShield-
fine is O(

∑m
i=1 kiSi log(Si)l

2), which is upper-bounded by O(kmaxN log(N)l2), and where
where m is the number of coarse clusters generated by InfoShield-coarse, kmax is the maxi-
mum number of templates generated by a cluster.

In total, the algorithm takes time O(Nl) +O(kmaxNlog(N)l2) time.
In practice, kmax ≤ 2 in the Twitter datasets. Furthermore, the value of c will be quite low,

since Twitter spambots postmany duplicate tweets, whichwill make the runtime fast. Empirical
evidence of this can be found in Figure 3.5, wherewe see that InfoShield-coarse scales linearly
with input size. For the use cases presented in this chapter, i.e. escort advertisements and tweets,
we also note that l is bounded (280 for Tweets).

3.5 Proposed Method - Incremental

In order to do HT detection in practice, we must develop an algorithm that can process doc-
uments incrementally. Domain experts have hundreds of millions of ads and keep crawling
additional ones each day. If we have already grouped historical ads into t clusters, we want
to process a batch of newly-crawled documents without recomputing on historical documents.
Here we’ll discuss the necessary modifications to InfoShield and present DeltaShield, with
relevant experiments in Section 3.6.

3.5.1 DeltaShield-coarse

How can we modify InfoShield-coarse to be conducive to an online setting? We consider
a setting where batches of documents come in during an aggregated time period, i.e. daily
or weekly. Most of the algorithm can be adopted with minimal changes; since InfoShield-
coarse incrementally adds to the document-term graph, we can process an entire batch, send
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the results to InfoShield-fine, and then continue processing documents as they arrive. The
biggest challengewe have is in computing the tf-idf score of n-grams in a given document before
seeing the entire corpus. To this end, we approximate the tf-idf score by computing the idf only
on the documents seen so far, rather than the entire corpus. This approach is advantageous for
two reasons: (1) as we process more and more documents, the approximate tf-idf score of a
given n-gram will approach its actual tf-idf score, as verified empirically in Section 3.6.7, and
(2) for the HT application, domain experts have a lot of historical, in-actionable data that can
be processed first to improve the approximate tf-idf score.

3.5.2 DeltaShield-fine

In an online setting, we still need to generate new templates if needed, so Algorithm 3.4 will
be performed in every batch. Moreover, a preprocessing step and an updating step must be
included to keep DeltaShield efficient and effective.

3.5.2.1 Preprocess

We propose Algorithm 3.5 as a preprocessing step before trying to generate a new template in
Algorithm 3.4. If we were able to process all documents at once, the intuitive solution is to go
through all the documents and generate templates. However, in an online setting, we often see
documents from any one template span over multiple batches. To this end, the preprocessing
step tries to encode an incoming document by all existing templates in its coarse cluster and
select the template with the lowest encoding cost. If the cost by the selected template is lower
than the encoding cost of the document itself, we consider that the document belongs to that
template.

Unfortunately, the time complexity of examining all the existing templates isO(kmaxl
2). If a

coarse cluster has a large number of templates, we will incur a large overhead. To address this,
we adopt an early-stopping (ES) mechanism in Algorithm 3.6. Instead of sequentially investi-
gating all templates in a coarse cluster, we order the templates by the lengths of intersection
between unigrams in the incoming document and each template. Then, we select the first tem-
plate that lowers the encoding cost of the document.
Lemma 3. The time complexity of naive preprocessing step is

O(kmaxl
2) (3.11)

but can be reduced by ES mechanism to

O(l2 + kmaxl) (3.12)

where l is the (maximum) length of a document, and kmax is the maximum number of templates

in a coarse-grained cluster.

Proof. To compute the cost after compression, we calculate the alignment, which takes O(l2).
To search for the template with lowest encoding length, we examine O(kmax) templates. In to-
tal, the naive preprocessing step takesO(kmaxl

2) time to find the template with lowest encoding
cost.
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Next we analyze the ES mechanism. The time complexity of computing the lengths of inter-
section for one template is O(l). It takes O(kmaxl) to compute all the lengths for all templates
in the coarse cluster. The total time complexity is then reduced to cl2 + kmaxl, where c denotes
the number of templates examined. However, c is a small number in most cases (close to 1),
which is negligible, so the final time complexity is l2 + kmaxl.

Later in Section 3.6.7.2, we will demonstrate that the ES mechanism largely improves the
efficiency while achieving comparable effectiveness.

Algorithm 3.5: Preprocess-Naive

Data: An incoming document d1, and a template set T
Result: An updated template set T or False if no appropriate template
/* Examine all the templates */
i∗ = argminTi∈T C(d1|Ti);
if C(d1|Ti∗) < C(d1) then

Di∗ ← Di∗ ∪ di;
Ti∗ .added← True;
/* Find appropriate template -> Continue with the next incoming document */
Return T ;

end

/* No appropriate template -> Used as an initial document to generate the new
template */

Return False;

3.5.2.2 Template Update

Once the new documents are added into a template, its representation will be slightly changed.
It is also important to update the template to represent new documents. Hence, we perform an
updating step, Algorithm 3.7, right after Algorithm 3.4. It is worth noting that we only update
templates that now represent any new documents. Furthermore, since changes in templates
tend to be gradual over time, it is not necessary to process the updating step in every batch. We
can set either a threshold (e.g. two hundred more documents) or an interval (e.g. one month) to
trigger this step in order to improve the efficiency. We will demonstrate the trade-off between
effectiveness and scalability using interval and threshold setting in Section 3.6.7.2.

3.6 Experiments

We begin with a description of datasets, metrics used, and the experimental setup. Our goal is
to evaluate InfoShield by answering the following questions.
Q1. Practical: How fast is InfoShield, and how well does InfoShield work?
Q2. Interpretable: How well does InfoShield visualize clusters? Are there any interesting

results with respect to the relative length metric?
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Algorithm 3.6: Preprocess-ES

Data: An incoming document d1, and a template set T
Result: An updated template set T or False if no appropriate template
Ii ← |Intersection(d1, Ti)| for all Ti ∈ T ;
T ∗ ← T ordered by I ;
for Ti∗ ∈ T ∗

do

/* Early stopping */
if C(d1|Ti∗) < C(d1) then

Di∗ ← Di∗ ∪ di;
Ti∗ .added← True;
/* Find appropriate template -> Continue with the next incoming document */
Return T ;

end

end

/* No appropriate template -> Used as an initial document to generate the new
template */

Return False;

Algorithm 3.7: Template-Update

Data: A template set T and data D
Result: An updated template set T
for Ti ∈ T do

if Ti.added then

Ai ←MSA(Ai, Di);
T

′
i ← ConsensusSearch(Ai, Di);

T ∗
i ← SlotDetection(T

′
i , Ai, Di);

if C(Di|T ∗
i ) < C(Di|Ti) then

Ti ← T ∗
i ;

end

end

end

Return T ;
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Q3. Robust: How much does InfoShield-coarse change as we consider longer n-grams?
Q4. Incremental: How does DeltaShield compare with InfoShield in terms of efficiency

and effectiveness?
Then, we report advantages and observations about InfoShield.

3.6.1 Datasets Used

3.6.1.1 Twitter SpamBot Data

We use data from [30]. This data includes the tweet text and user id. The data is split into the
following categories:

Dataset Accounts Tweets
genuine accounts 3,474 8,377,522
social spambots #1 991 1,610,176
social spambots #3 464 1,418,626
Test set #1 (spambots #1) 1,982 4,061,598
Test set #2 (spambots #3) 928 2,628,181

Table 3.5: Statistics for Twitter bot data

To create each test set, [30] sampled all tweets from 50% genuine accounts, and 50% from
either social spambots #1 or social spambots #3. We use the provided test sets, which focus on
social spambots only, so we can easily compare results to the best performing methods in [30].

This data not only contains binary labels as to whether particular tweets were posted from
bots or legitimate users, but also inherent clusters; i.e. user ids that correspond to legitimate
users or bots.

We expect InfoShield to cluster most tweets from bots in clusters, ideally in one cluster
per bot, and to have few clusters with legitimate users in them. With this intuition, we can
create ground truth cluster labels in Twitter data as follows: (1) all legitimate users get labeled
-1, since we assume their tweets are different enough that they shouldn’t be clustered together;
(2) all bots get labeled with their user id.

3.6.1.2 HT Data - Trafficking10k Dataset

The Trafficking 10k dataset is created in [101], where expert annotators manually labeled 10,265
ads from 0-6. 0 represents “Not Trafficking”, 3 represents “Unsure”, and 6 represents “Traffick-
ing”.There are 6,551 ads labeled as not HT, 354 labeled as “Unsure”, and 3,360 labeled as HT.

Since the likelihood of an ad being HT is subjective, labeling is a difficult task. In fact, our
analysis shows that 40% of exact duplicate ads (without any preprocessing) had label disagree-
ment – i.e. multiple labels for the same exact text. Ads that are exact duplicates account for 12%
of the dataset. We expect this labeling issue to occur for near duplicates as well. Therefore, we
argue that looking at ads individually, whether manually or algorithmically, is a non-ideal way
to find or to label HT cases.
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Despite the noisy labels, this is the only HT dataset to our knowledge with labeled data
by human investigators. Thus, we use this dataset in our experiments, while being aware that
noisy labels may impact results.

This data does not have ground truth clusters. However, to create binary labels, we can call
scores 0-3 as not HT, and 4-6 as HT.

3.6.1.3 HT Data – Cluster Trafficking

Cluster Trafficking is a new dataset provided by Marinus Analytics. This data contains cluster
labels, provided by domain experts, for a mix of at-will and trafficking ads, as well as for
a new-found behavior that we will call spam. The true purpose of spam is unknown, but it is
distracting to practitioners as they look for true HT cases.
Definition 4. spam: script-generated, eye-catching advertisements with fake contact information,

flooding the escort websites with near-identical posts.

We are given ads from 6 manually-found spam clusters as well as ads from identified HT
cases around the US. Cluster Trafficking consists of 157,258 ads, with 6,283 spam ads, 50,985
HT ads, and 99,990 normal ads.

3.6.2 Baselines

The state-of-the-art method for HT detection, HTDN [101], is not open-sourced and does not
cluster, but we compare its results to InfoShield on the same Trafficking10k dataset. We also
develop three clustering baselines using three standard text embedding methods Word2Vec
[74], FastText[17], and Doc2Vec [63]. Each embedding method was trained using 1 million
escort advertisements. Then, the resulting ad embeddings are clustered using HDBSCAN [72]
with aminimum cluster size of 34. We refer to these three baselines asWord2Vec-cl, Doc2Vec-cl,
and FastText-cl.

There are more methods for spambot detection on Twitter, though the majority are still su-
pervised; we compare to three supervised methods [2, 32, 109] and one unsupervised method
[31]. These methods all use Twitter-specific features that our domain-independent InfoS-
hield does not use, such as number of mentions, favorites, retweets, posting time, etc. The
unsupervised method also does require parameter tuning; a manually-set threshold discerns
spambots from legitimate users, and must be re-calibrated for each dataset. Despite these chal-
lenges, InfoShield provides comparable results to these baselines.

3.6.3 Metrics

For Twitter data, we have both binary labels and ground truth cluster labels. To compare binary
labels, we can report precision, recall, and F1 score. For cluster labels, we use Adjusted Rand
Index (ARI) [52]. Note that we do not care about all of these metrics equally; for example, since
there are toomanyHT cases for practitioners to reasonably investigate, we care less about recall

4Many standard embedding methods, clustering methods, and parameter configurations were tried, but these
empirically gave the best results.
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andmore about the precision of InfoShield, since higher precision implies that each flagged
case would be more likely to actually be trafficking.

We calculate precision, recall and F1 by marking all documents that ended up in templates
to be of the class of interest.

3.6.4 Q1 – Practical

How scalable is InfoShield? By using InfoShield-coarse to create coarse-grained clusters,
and using the more expensive InfoShield-fine on smaller input sizes, we save time. We design
an experiment on Twitter data by sampling Tweets the same way [30] did to create the test
sets, and report the average runtime for each dataset out of five trials. The result is shown in
Figure 3.5. Error bars were too small to be visible, so they were omitted.
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Figure 3.5: InfoShield is scalable: Linear on the input size;≈8hours for 4M tweets, on a stock
laptop.

How effective is InfoShield? We run InfoShield, as well as our developed baselines on
both the Twitter data and Trafficking10k datasets. We report our results in Table 3.6, comparing
against the two highest performing methods from [30].

On Twitter data, InfoShield always performs within ten points of the top contender,
despite using no features specific to Twitter such as retweets, favorites, or posting times.

For HT data, we see that InfoShield reports the highest precision; this is crucial since we
want to avoid giving false positives to law enforcement at all costs. Law enforcement would
rather know that they receive a real HT case (precision) than for all HT cases to be returned (re-
call) since they likely won’t have time to pursue all cases. False positives cause law enforcement
to lose trust in the algorithm and abandon it, as happened with previous applied solutions.

3.6.5 Q2 – Interpretable

How well does InfoShield visually interpret the clusters and templates we find? We show a
few results of templates for Twitter data, and a censored version for the HT data, with discus-
sion.
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Twitter Data

Dataset Test Set #1 Test Set #2
Metric ARI Prec. Rec. F1 ARI Prec. Rec. F1

InfoShield 83.2 93.0 91.2 92.1 75.7 96.7 88.9 92.6

Cresci [31] n/a 98.2 97.2 97.7 n/a 100 85.8 92.3
BotOrNot [32] n/a 47.1 20.8 28.9 n/a 63.5 95.0 76.1
Yang [109] n/a 56.3 17.0 26.1 n/a 72.7 40.9 52.4
Ahmed [2] n/a 94.5 94.4 94.4 n/a 91.3 93.5 92.3

Human Trafficking Data

Dataset Trafficking10k Cluster Trafficking
Metric Prec. Rec. F1 Prec. Rec. F1 ARI

InfoShield 84.8 50.7 63.5 85.4 99.8 92.0 43.1

Word2Vec-cl 19.4 10.7 13.8 71.7 99.5 83.1 9.6
Doc2Vec-cl 25.6 10.9 15.3 74.2 98.8 84.7 16.2
FastText-cl 28.4 22.4 25.1 69.6 99.6 81.9 6.8
HTDN [101] 71.4 62.2 66.5 — — — n/a

Table 3.6: InfoShield performs well: Notice that InfoShield beats or approaches the best
domain-specific method in both settings. Bold shows the best score, underline shows methods
within 10 points of the best. Methods in red are supervised, while InfoShield is unsupervised.

3.6.5.1 Twitter Data

As shown in Table 3.7, we find that 23 Spanish tweets are encoded by the given template. The
first 22 ones are exact duplicates, but the last one contains three different words. InfoShield-
fine automatically determines that representing those different terms as unmatched results,
rather than as a slot, gives a smaller total cost. We can easily spot anomalies within clusters by
using the template; the last tweet will have a lower compression rate than all other tweets.

In Table 3.8, we find that all the tweets are talking about the most popular weekly stories.
While the first half of all tweets are almost identical, with minor syntax differences, the second
half describes the particular stories, which all differ. InfoShield-fine then detects the second
half of each sentence as a slot, which we expect to have different content in each tweet. This
will help researchers pay attention to the most worth-studying parts.

3.6.5.2 HT Data

In Table 3.9, we show an example template from the HT domain. Unfortunately, wemust censor
the text to protect potential HT victims, so we only provide the highlighting from the template.
For the slots, we give a description of the type of text they represent.

Notice that slots tend to include consistent user-specific information. For example, the sec-
ond slot, if not empty, always discusses time. With a quick glance, a domain expert can easily
find this data, rather than looking at a longer wall of text. For the HT domain, interpretability

36



10 1 100

Relative Length
100

101

102

103

# 
of

 D
oc

um
en

ts

t = 1
t = 2
t = 3
t = 4
t >= 5

(a) Lower Bound (b) Heat Map of Clusters

10 1 100

Relative Length
100

101

102

103

# 
of

 D
oc

um
en

ts

(c) Spam Clusters (red stars)

10 1 100

Relative Length
100

101

102

103
# 

of
 D

oc
um

en
ts

(d) Trafficking Clusters (blue stars)

Figure 3.6: Perpetrators seem separable, thanks to our features: (a) shows all clusters (circles) and
the lower bounds (black lines) – points are above the lower bound, as expected. (b) heatmap
of the same: most points are close to the lower bound. (c) emphasizes the spam clusters as red
stars, and (d) emphasizes the HT clusters as blue stars. Note that the majority of spam and HT
clusters (red and blue stars) sit apart from the benign clusters.

is key: law enforcement will only have to read one template, rather than each cluster member
individually, to determine if this cluster is suspicious.

The slots also contain messy data: i.e. while each slot has a specific purpose in Table 3.9,
the text can be in multiple formats, i.e. “until 9pm” vs. “9 P.M”, etc. Work could be done
to automatically extract and process the information within each slot, but this is beyond the
scope of this chapter.
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Slot Insertion Deletion Substitution

T1 sismo richter km al sureste de puerto escondido oax

lat lon pf km

#1 sismo richter km al sureste de puerto escondido oax lat
lon pf km

Omit21 Identical Tweets as #1 ...
#23 sismologico sismo magnitud loc km al sureste de puerto escondido oax lat

lon pf km

Table 3.7: InfoShield is language-independent: Spanish template from Twitter dataset.

Slot Insertion Deletion Substitution

T1 themostpopular most popular stories on pr daily

this week from

* are *

#1 the most popular stories on pr daily this
week from

instagram to mr t and...

...
#14 the most popular stories on pr daily this

week from
new cover photo
rules...

#15 the mostpopular stories on pr daily this
week from

whimsical words to
hillarys texts...

arethis weeks mos
httptcoymwflapn

...
#27 the mostpopular stories on pr daily this

week from
understanding sopa to
dating...

arethe httptcoploce

Table 3.8: InfoShield detects slots: template from Twitter dataset.

Slot Insertion Deletion Substitution

T1 omitted for victim’s safety

#1 (empty) time (empty) (empty)
#2 personal description time (empty) cost
#3 (empty) time (empty) cost
#4 personal description (empty) preferences cost
...18 similar ads

Table 3.9: Slots contain user-specific information: template from HT dataset.

3.6.5.3 Relative Length

Next, we consider the relative length, to further investigate the clusters detected by InfoS-

hield. How does the relative length of a micro-cluster change as a function of the number
of documents? Do we notice any differences between the relative lengths of spam clusters vs.
HT clusters? Using the Cluster Trafficking dataset, we illustrate the lower bound of relative
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length versus number of documents per cluster in Figure 3.6a, where the black lines from left
to right denote the lower bound of clusters with one to four templates. For example, the clusters
with two templates (orange dots) cannot be on the left side of the second black line. As shown
in Figure 3.6b, most clusters are concentrated by the lower bound, meaning that they do not
have high numbers of documents. Further analysis surprisingly finds that spam and HT clus-
ters follow patterns in this space. As shown in Figure 3.6c, most spam clusters (red stars) have
small relative length with a high number of documents; in Figure 3.6d, there are two patterns of
HT clusters (blue stars): (1) the near-duplicate clusters with a high number of documents (but
slightly lower than spam clusters), (2) the outlier clusters that lie far from the lower bounds.

3.6.6 Q3 – Robust

How sensitive is InfoShield-coarse to the length of n-grams we use to calculate tfidf scores?
We run an experiment on one of the datasets we used for our timing experiments, which con-
tains 100,000 tweets by sampling all tweets from 50% legitimate accounts and 25% social spam-
bot #1 accounts, and 25% social spambot #3 accounts. We detail the results in Figure 3.7.
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Figure 3.7: 5-grams are enough: Precision stabilizes after n = 4.

3.6.7 Q4 - Incremental

How does DeltaShield compare to InfoShield? We run experiments comparing the effec-
tiveness and efficiency of these methods.

3.6.7.1 DeltaShield-coarse

How do the document-term graphs generated by DeltaShield-coarse compare to the ones
generated by InfoShield-coarse? The main difference between these algorithms is the ap-
proximation of tf-idf scores in DeltaShield-coarse. To measure the impact of this approxi-
mation, we compute the ARI and Homogeneity score (HOM) [91] between the cluster labels
produced by DeltaShield-coarse and InfoShield-coarse. A high score signifies that the
coarse clusters generated by DeltaShield-coarse are very close to the original coarse clus-
ters generated by InfoShield-coarse. We run this experiment for both HT and both Twitter
datasets, as shown in Table 3.10.
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Twitter Data

Test Set #1 Test Set #2
ARI 99.1 99.9
HOM 99.9 99.9

Trafficking Data

Trafficking10k Cluster Trafficking
ARI 97.1 99.2
HOM 96.1 96.5

Table 3.10: DeltaShield-coarse is near-perfect: we get almost exactly the same clustering for
all datasets when processing ads incrementally.

We see that all metrics are high, meaning that we don’t lose much information by using
DeltaShield-coarse and proccessing ads incrementally.

3.6.7.2 DeltaShield-fine

Here we compare the effectiveness and efficiency of DeltaShield-fine. We first compare Al-
gorithm 3.5 (Naive) and Algorithm 3.6 (ES) to demonstrate that the ES method not only outper-
forms Naive one, but also dramatically decreases the running time. We then study the choice
of update frequency, which results in a trade-off between effectiveness and efficiency.

In this experiment, we test an extreme case with the Cluster Trafficking dataset to truly
reflect the difference between methods. The dataset is considered as a one big cluster and
separated into 18 batches where each batch contains about 2000 advertisements. Note that
InfoShield-coarse is not used in this experiment so that we can stress test DeltaShield-
fine with a large number of templates. Since our goal of incremental version is to output as
close to the non-incremental one, ARI score is used as the effectiveness metric here, where
the ground truth is clustering labels generated by InfoShield-fine. It is worth noting that
this extreme case will not happen if InfoShield-coarse is still implemented, meaning the ARI
score is expected to be low. Our empirical result shows that the average number of templates
in one cluster generated by InfoShield-coarse is about 3, which is largely smaller than the
number in our experiment (as shown in Figure 3.8b, it is already more than 200 after batch
number 4).
ES vs. Naive The ARI scores over time are shown in Figure 3.8a, where we can find the ARI
score of the ES method is always higher than the Naive method after the second batch. As
depicted in Figure 3.8b, as the number of templates (green line) grows over time, the running
time of fitting the templates increases linearly as well. If we compute the slope by the number
of templates and running time, the slope of the Naive method is 18, while the one of the ES
method is 3, which is 6 times smaller than the Naive method. In Figure 3.8c, the ES method
achieves a result with only 10% difference comparing to the Naive method, which is more less
a tie. In Figure 3.8d, we find that the ES method always outperforms the Naive method more
clearly in terms of run time.
Update Frequency Next, we study the trade-off between effectiveness and efficiency. We
mainly compare DeltaShield-finewith update frequency every batch and every three batches.
In Figure 3.9a, we find that as the number of incoming batches increases, the gap between two
methods increases as well. Nevertheless, the running time of updating every three batches
shown in Figure 3.9b is 1.4 times and 2.8 times faster than the one of updating every batch and
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Figure 3.8: DeltaShield-fine Preprocess-ES wins: (a) shows the ARI score of Preprocess-ES
remains higher compared to Preprocess-Naive over time. (b) demonstrates that run time is
highly correlated with the number of templates, and shows Preprocess-ES is much faster. (c)
and (d) show that Preprocess-ES outperforms Preprocess-Naive in terms of ARI score and run
time respectively, where each data point denotes the result from one batch.

InfoShield-fine, respectively. It will substantially mitigate the expensive overhead when the
number of clusters and templates are large, which is especially important to the law enforce-
ment where every second counts for them.

We notice that the low update frequency will slightly hurt the performance. However, we
keep inmind that this experiment stress tests DeltaShield-fine, since the number of templates
in one coarse cluster is much larger than it will be if we first use DeltaShield-coarse. Alter-
natively, an end user can consider doing the recomputation of all data periodically, depending
on their idle time.

3.7 Discussion and Discoveries: InfoShield at Work

We note that InfoShield has the following advantages:
Advantage 1. InfoShield is general, using no language-specific or domain specific features.
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Figure 3.9: DeltaShield-fine offers strong trade-off: Evenwith large update frequency, the accu-
racy of DeltaShield-fine remains high. (a) shows large update frequency loses effectiveness
increasingly over time. (b) shows increasing the update frequency leads to a much lower run
time.

In fact, the Twitter data includes tweets in Spanish, Italian, English, and Japanese, and we
use no language-specific features in ourmethodology. In InfoShield-coarse, we automatically
let tf-idf penalize common words, so there is no need to include stop-words in our algorithm.
Note that the template in Table 3.7 is in Spanish, while the template in Table 3.8 is in English.
This makes our method very powerful; it can be run on text in almost any language, or on other
text data such as DNA strings.
Advantage 2. InfoShield is extensible: the goal of minimizing the total cost is separate from

the algorithms we propose to do so.

In fact, one could replace InfoShield-coarse and InfoShield-fine with similar algorithms
achieving the same end goal of pre-clustering and minimizing the total cost. We propose the
algorithms above because they are scalable, and effective on real data.
Advantage 3. InfoShield does not require any user-defined parameters.

By using Consensus-Search to find the optimal algorithm, we remove the need for user-
defined parameters in InfoShield-fine.

3.8 Conclusions

We presented InfoShield, which finds small clusters of near-duplicates in a collection of
documents like escort ads for human trafficking detection, and visualizes the micro-clusters in
a clear manner.

The main contributions of the method are that it is:
• Practical, through scalability and using the MDL principle to be parameter-free,
• Interpretable, providing a clear visualization and summarization of clusters, and
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• Generalizable and independent of domain (Twitter, HT), as well as of language (English,
Spanish etc), and

• Incremental, by processing new documents on-the-fly, without having to recompute on
historical documents.

In the future, we’re interested in extending our work on human trafficking detection through
spatio-temporal analysis, to understand the movement of possible traffickers through space and
time, as well as visualization, so that domain experts can easily interact with the results of our
algorithms.

Reproducibility: Code is open-sourced here: https://github.com/catvajiac/InfoShield-I
ncremental. The twitter datasets are public [30]. The Trafficking10K dataset is available after
NDA – email Cara Jones (cara@marinusanalytics.com).
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Part II

Visualization towards fighting HT
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Chapter 4

TrafficVis: Visualization for

Labeling

This chapter is based on work published at IEEE VIS 2022 [PDF] [Video].

4.1 Introduction

Human trafficking (HT) for forced sexual exploitation is a pervasive societal problem that affects
over 4.8 million people world-wide [84], and themajority of HT victims are advertised on online
escort websites [86]. However, at-will sex workers also post on these sites, so investigators are
focused on finding organized HT rings in these groups, separating them from ads of at-will
workers. There is one critical insight to detecting HT; since traffickers entirely control the ad
content for their victims [79, 86], ads posted by the same trafficker tend to be similar.

However, the problem is more complex; with the help of InfoShield, domain experts
have recently discovered additional modus operandi (M.O.s) in escort ads. For example, spam
ads with fake contact information flood escort websites, and scam ads ask for prepayment and
don’t provide any services. Our list of updated known M.O.s can be found in Table 4.1.

M.O. Description of advertised person / behavior

at-will an independent sex worker freely posting without coercion.
trafficking an HT victim who is being forcibly posted, usually as part of a group.
spam computer-generated, eye-catching groups with fake contact information
scam pretends to be at-will, requires upfront deposits from buyers, then disappears.
massage a spa or massage parlor offering explicit services, may or may not include HT.

Table 4.1: Updated knownM.O.s from experts: InfoShield helped to discover and under-
stand new behaviors.

These M.O.s have made HT detection more difficult for investigators. According to experts,
spam ads are particularly problematic due to their volume and eye-catching language. While
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Figure 4.1: Analyzing online escort ads using TrafficVis: we show one meta-cluster, i.e.
micro (text) clusters connected using metadata, on real data. Some text blurred for privacy.
1. Human trafficking domain expert uses Micro-cluster panel to drill down to specific micro-
cluster data and associated ads. 2-3. Expert uses Timeline panel and Map panel to investigate
metadata, noticing inconsistent posting time and regional geographic spread, ruling out spam
and scam. 4. Expert uses Text panel to quickly find telling signals; differences between ads in
a micro-cluster are highlighted. 5. Finally, the expert confidently labels the meta-cluster for
each modus operandi (M.O.), deciding on benign (at-will sex worker), with a small chance of
trafficking.
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a few stumbled-upon examples of these M.O.s exist, their patterns are not yet well known,
and it is currently prohibitively time-consuming for domain experts to label clusters so that
researchers can analyze them.

At present, the only labeled examples we have are from domain experts stumbling upon
groups haphazardly, which is not a sustainable practice for better evaluation as these algorithms
progress over time.

While InfoShield does provide micro-clusters for experts to label, there is no intuitive
way for them to interact with and label the results. Developing useful visualizations for HT
results is challenging due to the multimodal aspect of the data; clusters involve large amounts
of text, spatio-temporal posting behaviors and metadata, all of which contain insights that in-
fluence final labeling decisions.

We propose TrafficVis, an interactive application for domain experts to visually inspect
suspicious meta-clusters (micro-clusters connected with metadata) and label their likelihood
to be a particular M.O. Developed through months of participatory design with domain ex-
perts, TrafficVis provides coordinated views in conjunction with carefully chosen backend
algorithms to effectively show spatio-temporal and text patterns to a wide variety of anti-HT
stakeholders and was evaluated by practitioners from multiple domains. In particular, Traf-
ficVis makes the following contributions:

1. High-impact label generation: Curating human-generated labels is a notoriously dif-
ficult and time-consuming process. TrafficVis allows a variety of practitioners, in-
cluding criminologists, investigators, and survivors, to label hundreds of ads in just a few
clicks, enabling researchers to develop and evaluate better HT detection algorithms down
the line

• addr. *PC2: Few/Expensive Labels: enabling labels for future algorithm devel-
opment

• addr. *PC4: Expert interpretability: helping practitioners better understand
results

2. Estimated 10x Time-saving: Through expert feedback, we find that it takes between
2-4 minutes for an expert to label clusters using TrafficVis. Experts estimate it would
take at least 20-30 minutes to investigate clusters with any other method (see Section 4.6).
This provides a vast speedup vs the current standard, manual labeling, finally enabling in-
vestigators, social workers, and other domain experts to sift through these ads efficiently.

• addr. *PC3: Legal/Financial Limits: practitioners are already inundated with
work, so they cannot label if it doesn’t happen quickly.

Reproducibility: The code is open-sourced at https://github.com/catvajiac/TrafficVis. We
also provide synthetic data to demonstrate how TrafficVismight be adopted while guarding
against privacy risks, ensuring others can try our tool without compromising victims’ safety.
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4.2 Related Work

We first discuss previous work related to HT, then label generation in the machine learning and
visualization communities.

4.2.1 Existing work on HT.

To our knowledge, no published work exists for HT visualization, but there are some known
algorithms for HT detection.

Advertisement level solutions. A few HT detection methods focused on advertisement
level classification, rather than a clustering task [5, 40, 58, 100]. Many of these methods relied
on specific indicators to mark ads as suspicious, such as keywords indicating underage victims.
However, due to the adversarial nature of HT, predefined features will not stay relevant over
time. Supervised methods used text and image data to predict the suspiciousness of an ad [100,
108] on a particular dataset. Unfortunately, the dataset used in these algorithms has noisy and
biased labels; ads containing the word “Asian” are significantly more likely to be flagged as
HT, irrespective of whether they actually were or not. Also, these ads are old, and posting
behavior has dramatically changed since then, especially given the fall of Backpage [93], which
greatly disrupted the escort market. Most problematically, these methods cannot find groups

of organized activity, which is problematic for investigators – if a particular trafficker is being
investigated, they need to discover all ads that are relevant to understand the scope of HT and
quickly provide help to victims.

Cluster level solutions. Some related work tries to find connections between ads. Some
methods train binary classifiers to predict if two ads are connected [76, 87], while others uses
local active search approach to retrieve connected ads [88]. Sentence-level embedding and
hashing techniques have also been used to find groups of ads [68]. InfoShield [66], as de-
scribed in Chapter 3, uses Minimum Description Length to create these templates, containing
no black-box components.

Unfortunately, none of these published methods include interactive visualizations. Further-
more, even the cluster level solutions make the assumption that each text-based cluster rep-
resents a different organized activity. However, this is not always the case – many traffickers
change the templates they use to write ads over time, or use different templates in different
regions. We aim to exploit the connections between these text-based clusters in our visual-
ization. In this chapter, we build our system upon the micro-clusters (text clusters) found by
InfoShield.

4.2.2 Label generation systems.

Labeling is a crucial step to the development and evaluation of machine learning models on
real-world data, but is also notoriously a labor and time-intensive process [15, 110]. Often,
particularly for simple labeling tasks, crowdsourcing marketplaces such as AmazonMechanical
Turk (MTurk) are used to quickly generate labels [23]. However, since the profiles of workers
are not well known, there are quality issues associated with MTurk [44, 55]. Furthermore, it is
not well-suited to problems where significant domain knowledge is required.
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Broadly, visualization can provide valuable knowledge to the analyst [28, 107], which can
help the labeling process [14]. These labels are commonly used in two ways: either in real time
to improve the performance of the current task, such as in active learning settings, or for the
collection of data to be used in downstream tasks.

Active learning approaches. There is much work on active learning and the role of visu-
alization in improving these algorithms [27]. Some systems focus on recommending the most
probable labels based on semi-supervised models on a larger set of disjoint labels [33, 99]. The
use of Interactive visual labeling (VIAL) systems [14], which are built over active learning al-
gorithms, can improve their performance [15].

Labeling for downstream tasks. There are many approaches for labeling complex, multi-
variate data for downstream tasks. Some aremore generic frameworks formulti-variate data [12,
51]. Others make custom interfaces for highly specialized data or tasks, such as motion-capture
data [13] and image segmentation tasks [1].

In this work, we focus on the visualization of complex, multi-modal HT-specific data where
the label generation is for a downstream task.

4.3 Design

Our goal is to build an interactive system for HT that lets a domain expert investigate and label
possibly suspicious meta-clusters. TrafficVis is the result of 9 months of participatory design
[94] in conjunction with domain experts. More specifically, we received weekly feedback from
two domain experts: a Senior Research Scientist atMarinus Analyticswith six years of analyzing
escort ads for HT and extensive experience working in government, and an HT survivor and
analystwith 20 years of experience helping traffickedminors on the street. Both of these domain
experts have collaborated with local and federal agents and are familiar with the justice system,
but give very different perspectives. Through extensive discussions with these domain experts,
we distilled the following design considerations (C1– C3) for TrafficVis.
C1. Big Picture: Connect micro-clusters into larger activities. While traffickers often entirely

control the ad content for their victims [86], over time they might make changes to the
text or post multiple ad templates at once. Domain experts state that metadata (e.g., phone
number, email address) can be useful in connecting micro-clusters into larger organized
activities, which we call meta-clusters (formally defined in Section 4.5).
An important design principle of labeling systems is to allow users to see both high level
and low level information [92]. While domain experts are generally interested in the be-
havior of the meta-cluster as a whole, they also would like the ability to drill down into a
particular micro-cluster, particularly if it has different behavior than other micro-clusters
in the meta-cluster.

C2. Multimodality: Displaying complex, multimodal data. With many previous labeling sys-
tems, the challenge was label recommendation, rather than visualizing complex, multi-
modal data. However, in our case, the challenge lies in effectively visualizing spatio-
temporal and text data of meta-clusters to domain experts.
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Eachmeta-cluster hasmany time series. The posting pattern ofmetadata fields, geographic
locations, and micro-clusters can each be represented as a time-series through the lifetime
of the meta-cluster. Furthermore, each micro-cluster within the meta-cluster has its own
time-series for each of these fields.
Since many domain experts look for suspicious keywords in ads to determine the M.O. [3,
36], thoughtfully showing the text in each meta-cluster is important. In particular, our
domain experts often mentioned the need to be able to drill down into particular ad text
while still being able to see the overarching text patterns.
Given the importance of promoting rich interactions between the data and domain experts
[37], we must enable them to navigate through this data efficiently.

C3. Usability: Making the interface usable for practitioners: Since some of our intended users
will be investigators and social workers, all visual techniques must be easily understood
by non-experts in visualization. How can we convey patterns intuitively, using methods
that the average expert will understand?
Furthermore, through our domain experts, we’ve gathered that investigators like to see
as much information at once as possible; they do not like applications that require lots
of scrolling back and forth to see the results. However, we also must ensure we do not
overwhelm the expert [60].
The above design considerations cover the features mentioned to us during our conversa-

tions with domain experts.

4.4 Method

How can we design our backend algorithms to address the design considerations synthesized
in Section 4.3? Here, we will use the same labels, C1— C3, to specifically mention how our
algorithms address these considerations.

4.4.1 InfoShield

We use InfoShield [66] (see Chapter 3, to create micro-clusters. As a reminder, InfoShield
exploits the insight that similar ads are likely written by the same person. More specifically, In-
foShield is comprised of two parts. First, InfoShield-coarse, which quickly creates micro-
clusters by connecting ads that share common phrases (up to 5-grams) with a high term fre-

quency inverse document frequency (tf-idf) [56] score. Then, InfoShield-fine uses the Mini-
mum Description Language (MDL) [89] principle to generate a template for each micro-cluster,
aligning ads to find similar phrases and highlight the differing ones through insertions, dele-
tions, or substitutions. InfoShield also finds slots — portions of the template that differ for
most ads. Slots often contain information specific to that ad, such as name, contact time, or
available hours. A visual example of this process is shown in Figure 4.2. InfoShield also
ranks micro-clusters using the relative length metric r (compression ratio of the micro-cluster
using the calculated template), which we will use in Section 4.4.3. We chose InfoShield be-
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cause it is scalable, achieving near-linear performance on the number of ads processed and
explainable, which justifies the decision to create the group to investigators.

Figure 4.2: Pipeline for InfoShield: Taking crawled ads as input, InfoShield-coarse groups
these ads into micro-clusters, and InfoShield-fine highlights the common phrases in each ad
by finding a common template.

4.4.2 Meta-Clustering: C1 (Big Picture)

Since micro-clusters are constructed only using text features, multiple micro-clusters can ac-
tually be part of the same activity. Therefore, we connect micro-clusters (ci) into meta-clusters

(Mj) based on extracted metadata – images, emails, phone numbers, and social media ac-
counts. We consider two micro-clusters c1, c2 to be part of the same meta-cluster Mj if two
ads am ∈ c1, an ∈ c2 share at least one metadata field. Figure 4.3 shows an example of how six
micro-clusters can be connected into three meta-clusters.

Figure 4.3: From micro-clusters (ci) to meta-clusters (Mj): By incorporating metadata – images,
phone numbers, and social media accounts – we combine 6 micro-clusters into 3 meta-clusters,
each of which are part of the same group.

This addresses consideration C1 (Big Picture) since we are connecting micro-clusters into
larger organized activities. We consider these metadata to be hard connections because of their
nature; it is very unlikely that two unrelated micro-clusters are using the same contact informa-
tion or the same exact image. If we were using metadata fields where the connections were less
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certain, running a clustering algorithm on this constructed metadata graph could have been an
appropriate next step.

4.4.3 Ranking: C3 (Usability)

We would like domain experts to both view and label the most suspicious clusters first, so
that we can get useful labels while saving practitioner’s time, addressing consideration C3 (Us-
ability). Domain experts consider some suspicious signals to be (a) a large number of ads and
micro-clusters in the meta-cluster, and (b) very similar text. Large numbers of ads and micro-
clusters are considered suspicious since they hint at the existence of a large organized group,
with too many ads and clusters to be an individual escort. Similar text can also be considered
a suspicious signal since traffickers often use the same template to advertise many victims.
Therefore, we devise a ranking heuristic to prioritize types of meta-clusters with those behav-
iors. Since we observe the number of ads and number of micro-clusters in meta-clusters to be
Pareto distributed, we will scale these values logarithmically. In order to capture text similar-
ity, we consider the relative length metric (that is, compression ratio) r given from InfoShield,
which measures the goodness of compression for a particular micro-cluster. r is close to 1 if the
compression is bad, and smaller if the compression is good, signifying high similarity among
the ads of the micro-cluster. More specifically, for a given meta-cluster, let N be the number
of ads, M be the number of micro-clusters, and let R = {r1, r2, ..., rM} be the relative length
scores for each micro-cluster. We give each meta-cluster a suspiciousness score s by

s(N,M,R) =
logN + logM

1
M

∑M
i=1 ri

. (4.1)

This metric will prioritize meta-clusters that have a large number of ads and micro-clusters,
that also have good compression. Since the compression ratios R are positive and less than 1,
micro-clusters with more similar text will boost the score. Finally, we present the meta-clusters
inTrafficVis from high to low score. For the few labeled clusters that we have, we do observe
that this metric ranks national-level HT rings and spam meta-clusters first.

4.5 Iterative Design

Once we construct meta-clusters, how can we visualize them in a way that addresses our de-
sign considerations from Section 4.3? We will describe each part of the interface through a
usage scenario. As we introduce the features of TrafficVis, we will annotate which design
consideration(s) C1— C3 it addresses. We then present a scenario based on the real experiences
of crime analysts, inspired by actual comments given by experts on the presented data during
solicited feedback (see Section 4.6).

4.5.1 The User Interface

First, we will quickly describe each part of the interface, and further elaborate on how each
panel is used in Section 4.5.2.
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The top banner shows basic statistics for the meta-cluster. The Micro-cluster panel shows
the posting behavior of the top 10 micro-clusters with the highest number of ads throughout
the lifetime of the meta-cluster, as seen in Figure 4.6 (left). This addresses C1 (Big Picture) by
allowing users to see the posting behavior of the micro-clusters and the overall meta-cluster
simultaneously. By hovering over a particular cell, a tooltip displays the number of ads per day
in that micro-cluster. A multi-select dropdown above the Micro-cluster panel (Figure 4.6 (left))
allows users to select a particular subset of micro-clusters, which will update all panels and
text in the rest of the interface. This feature further addresses C1 by letting users customize
exactly which micro-clusters they can drill down into. By deselecting all micro-clusters, all
meta-cluster data will once again be displayed in all panels.

The Timeline panel (Figure 4.4) shows the usage of metadata and the number of micro-
clusters with posted ads per day over the lifetime of the meta-cluster. By hovering over any
date, the time-series values will be displayed. Since the number of micro-clusters is a feature
derived from InfoShield, it is displayed separately. The Map panel (Figure 4.5) also shows the
geographic spread of the meta-cluster or selected micro-clusters. A tooltip shows the number
of ads posted in each location. These panels help us display complex, spatio-temporal data
usefully, addressing C2 (Multimodality).

The Text panel (Figure 4.6) allows domain experts to scroll through the text templates gen-
erated by InfoShield, as shown in Figure 4.6 (top), which give a general sense of the phrasing for
each micro-cluster. If any micro-clusters are selected, the Text panel will show the individual
ads for those particular micro-clusters, as shown in Figure 4.6 (bottom), highlighting any devi-
ations from the template as insertions, substitutions, or slots, as designated by InfoShield. This
panel helps us display complex text data usefully and drill down into individual micro-clusters
when needed (C1, C2).

The Labeling panel (Figure 1.5) lets the domain expert quickly label the meta-cluster on a
scale of 1 (very unlikely) to 5 (very likely) for each possible M.O. We use sliders and a discrete
scale, rather than a continuous input probability, for ease of use, addressing C3 (Multimodality).
Upon clicking the ‘Next meta-cluster’ button, these labels are saved to a CSV file and a new
meta-cluster is displayed.

4.5.2 Usage Scenario: Analyst finding a massage parlor cluster with

suspected HT

We present a usage scenario to illustrate how each panel can work together to help an analyst
(e.g., investigator, social worker) use TrafficVis to investigate a meta-cluster. This scenario
is based on expert feedback solicited on the meta-cluster depicted in Figures 4.1, 4.4, 4.5, and
4.6.

First, the analyst sees high-level statistics on the top banner, observing that for this 200 ad
cluster, there are a lot of images posted, which often correlates with organized behavior. She
then moves to the Micro-cluster panel (Figure 4.6 left) to inspect the individual micro-clusters.
The analyst may choose to further investigate the consistent volume of ads in micro-cluster c1
during the last few months of the meta-cluster using the multi-select dropdown just above the
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Micro-cluster panel. When she does, the entire interface will populate with that micro-cluster’s
geographic, temporal, and text data.

Figure 4.4: Irregular spikes in Timeline panel, indicating to experts that this is not script-
generated posting behavior, but rather human-generated, ruling out spam and scam labels.

Next, the analyst can look at metadata usage and the number of micro-clusters per day in
the Timeline panel (Figure 4.4). She may notice the somewhat inconsistent posting over many
months, with some “hot spots”. This does not look like script-generated posting behavior, which
makes the label spam less likely. She may notice that there are few unique locations per day,
which also supports that the ads are not scripted. Using the Map panel as shown in Figure 4.5,
she can investigatewhich locations aremost popular, noticing that there is some regional spread
focused on bigger cities in the Midwest and East Coast. This could be indicative of trafficking
or at-will behavior, with an individual or group circling between cities likely to have many
customers, which rules out spam and scam.

Next, she inspects the text of each ad in the scrollable Text panel (Figure 4.6). If a particular
meta-cluster is not selected, then only the InfoShield templates for each micro-cluster will be
shown. This way, she can compare the differences between the wording in these micro-clusters.
By selecting a micro-cluster, then the Text panel will change, showing the template and the
individual ads for that particular micro-cluster, and highlighting where the individual ad text
differs from the template. As found by InfoShield, blue represents insertions, deletions, and
substitutions, and red represents parts of the ad that differ from most other ads in the micro-
cluster. Looking at c2, the analyst might notice the following interesting text features (T1-T4),
as annotated in Figure 4.6.
T1. Social media presence: sign of a legitimate person (trafficking or at-will). Handles

blurred for privacy.
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Figure 4.5: Meta-cluster focuses on big cities: ads are focused on bigger cities in the Mid-
west and East Coast. Size represents the number of ads posted in that location. This could be
indicative of trafficking or at-will workers circling between cities with many customers.

Figure 4.6: Drilling down into specific micro-clusters: annotations correspond to text fea-

tures T1-T4 from Section 4.5.2. Top: Micro-cluster panel shows the posting activity for all
micro-clusters. Text panel shows the template text for micro-cluster c1. Bottom: upon se-
lecting micro-cluster c1, Micro-cluster panel updates to highlight c1 and Text panel shows the
individual ads with differences highlighted. As found by InfoShield, blue highlights represent
substituted phrases, and red highlights represent parts of the ad that differ from most other ads
in the micro-cluster (known as slots). Some sensitive text is blurred.
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T2. Preferences: asks for cleanliness and no unsolicited photos: likely at-will sex work, but
trafficking still possible.

T3. Different dates& locations: possible sign of traveling trafficking or at-will sexworker.
T4. High prices: usually a sign of a popular at-will worker.

Finally, after inspecting the information in each panel, the analyst uses the Labeling panel

(Figure 1.5) to confidently label the meta-cluster. Given the regional geographic spread and that
many signals point to the ad not being script generated, the analyst labels this meta-cluster
as likely at-will (an at-will sex worker), with a small chance of trafficking based on the
suspicious keyword.

4.5.3 Iterative Design Process

TrafficVis was developed through 9 months of participatory design. We started our design
by discussing the interest of visualization for fighting HT with our domain experts, getting
their sense of what the basic needs of investigators and crime analysts would be, as well as
the perspective of a survivor. Then, over the span of several weeks, we iterated over a few
possible sketches of TrafficVis. Each week, domain experts would give us feedback that
would change our final design. As the sketches were implemented on real data, we iterated
over many possible encodings of the data with domain experts. We give some examples of
iterations for a few panels below.

4.5.3.1 Micro-cluster panel

We considered network-based representations of the data; nodes would be micro-clusters or
individual ads, and edges would be metadata fields or keywords. However, we decided against
it due to the hairball effect – most ads are connected with similar keywords and metadata,
resulting in many clique-like structures. Since the relationships between micro-clusters were
not useful to show, we focused on the timelines between each micro-cluster, as is shown in
Micro-cluster panel. This helps us address C1 (Big Picture), since users are able to quickly decide
if they want to drill down into lower-level information about each micro-cluster.

4.5.3.2 Text panel

Here, we display the results of InfoShield, which detects five types of regions; constant strings
which are the same in most ads, insertions, deletions, and substitutions, and finally slots, or places
where the text differs in most ads. Originally, we considered displaying output the same way as
described in InfoShield, where constant strings were highlighted in yellow, insertions in green,
deletions in grey, substitutions in blue, and slots in red. However, this representation became
very visually crowded, and the average investigator does not care about the differences between
slots and insertions. Therefore, we changed the representation to not highlight constant strings,
make insertions/substitutions/deletions light blue, and slots red. This helps with C3 (Usability),
since we are making the design less complex for domain experts that do not need this specific
information.
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Also, we were originally displaying all of the text for all micro-clusters in this scrollable
panel, which ended up being overwhelming and cumbersome for domain experts, since they
had to scroll down very far to get to some ads. Instead, we decided to only show the text
templates from InfoShield if no micro-cluster was selected, and let the user decide which actual
ads they wanted to see by using the multi-selector. This way, we make it easy to drill down
into actual ads, addressing C1 (Big Picture).

4.5.3.3 Drilling down into specific micro-clusters

Domain experts specifically asked for this feature in order to drill down into specific mirco-
clusters if needed. At first, we added a selector toMicro-cluster panel itself, which enabled users
to click on a particular row to select a micro-cluster. However, this ended up being unintuitive,
since domain experts would not realize that anything would happen if they did click on each
row, so this feature was not being used. Therefore, we created an explicit dropdown with
explanatory text. Also, in this way, it was easy to implement mutli-selection without asking
the domain expert to remember keyboard shortcuts. Since some investigators may not be as
familiar with common keyboard shortcuts, this makes it easier for them to use TrafficVis

(C3).

4.6 Evaluation

We solicited expert feedback from domain experts to answer the following questions about the
efficacy of TrafficVis for inspecting and labeling suspicious meta-clusters. Q1 – Q3 directly
correspond to our Design Considerations C1– C3 introduced in Section 4.3.
Q1. Evaluating C1 (Big Picture): Is the distinction between meta-clusters and micro-clusters

useful to experts? How do they interact with the clustering results?
Q2. Evaluating C2 (Multimodality): How do experts interact with metadata plots? How do

these plots influence their labeling decisions?
Q3. Evaluating C3 (Usability): Do the solicited experts, which have varying backgrounds, all

find it easy to use? How do they expect other types of experts would react to the design
(i.e. other investigators, government employees, etc.)?

Q4. Which features of TrafficVis are most important to experts? Are there any insights

about the labeling process that we gain from seeing how experts look at the data?
Q5. How quickly can experts label meta-clusters? Do they believe it will significantly speed up

the labeling process?

4.6.1 Intuition Behind Setup

There are few domain experts in HT that analyze escort ads. This not only makes it challenging
to solicit them for feedback, but also tasks us with making our study as efficient as possible as
to make the best use of their very limited time. We did not want each expert to take more than
approximately an hour of their time giving feedback. Since the current solution for domain
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experts is manual labeling, we decided there is little point in A/B testing. Any clustering and
visualization would provide speedup vs. manual labeling. Instead, we focus on asking experts
to label more meta-clusters and soliciting feedback on the tool as a whole.

4.6.2 Solicited experts

We asked domain experts with various experience in HT to participate. We recruited four
experts; For brevity, we will use E1, E2...E4 to refer to Expert 1, Expert 2, ...Expert 4. E1 and E2
are fromMarinus Analytics, a Pittsburgh-based startup focused on fightingHT and the providers
of our data. E3 is an HT survivor that now helps rescue trafficked minors on the street. E4 is a
criminology master’s student studying escort advertisements and HT.

The average time our experts were involved in studying HT varied greatly, from 1 to 20
years. On average, experts rated themselves as a 4.3±1.15 out of 5 on their expertise in labeling
escort ads, and a 3.6± 0.58 out of 5 on their experience with AI and clustering algorithms.

Some of our domain experts had extensive experience with looking for cases themselves.
E2 and E3 discussed using keyword searches and various statistical techniques to investigate
clusters. In their experience with investigators, they often start with a tip and try to build a case
manually using street knowledge. Experts say some officers may look for online ads to try and
glean some information, but it’s difficult to find in a large set of unorganized ads on a webpage.

4.6.3 Dataset used

We used a random sample of escort ads given to us by Marinus Analytics. These ads were
crawled frommultiple common escort websites which are suspected to contain organized activ-
ity. Then, we ran InfoShield on these ads, followed by our meta-clustering algorithm. We then
manually picked 10 meta-clusters that differed in their spatio-temporal distributions, number
of posted ads, and text templates (i.e. length, use of emojis, presence of suspected trafficking
keywords), to increase the likelihood of differing labels. We chose 10 in an effort to limit the
time taken for each interview to no more than one hour.

4.6.4 Procedure

Our protocol was approved by the IRB. Each expert signed a consent form before the interview
was conducted. All experts were interviewed separately over Zoom. All experts’ movements
on the interface and their audio were recorded. Experts got access to the interface by the inter-
viewer sharing their screen and letting the expert interact with it using Zoom’s remote control
feature. Each interview started with a 5-minute introduction, outlining the structure of the in-
terview. Then, each expert was asked the questions about their background in HT, analyzing
escort ads, and whether they have any insights to investigators. The exact wording of these
questions can be found in the supplemental material.

We then gave a 5 minute tutorial on TrafficVis, making sure the expert had common
definitions for all M.O.s. Then, we let the expert explore the interface using Zoom remote
control and label the 10 clusters in our dataset. The labeling options were 1: Very unlikely,
2: Unlikely, 3: Unsure, 4: Likely, and 5: Very likely. Experts were encouraged to think aloud
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as questions and comments arose, and to verbally explain the clues that led them to their final
decision. If they had not previously explained their thought process, upon finalizing their labels
for a meta-cluster, the interviewer would ask them to quickly explain why. We recorded the
elapsed time to label each meta-cluster as the moment the interface loaded a new meta-cluster
to the moment they clicked the ‘next meta-cluster’ button.

Once experts finished labeling all clusters, we would end the session with a few exit ques-
tions asking for feedback about TrafficVis, which can be found in the supplemental material.
Finally, the expert was asked to complete a quick questionnaire offline, which can also be found
in the supplemental material.

4.6.5 Results and Design Lessons

Experts had overwhelmingly positive feedback on TrafficVis. They predominantly looked
at the text to identify the behavior of clusters, but used the geographic spread and timelines
to supplement their thinking. Often, specific keywords would jump out at them. Based on
their feedback, we distilled some central design lessons. We show the number of experts that
commented on each lesson, without being prompted, in Figure 4.7. Next, we elaborate on the
design lessons we learned (L1 – L6) and how they answer our questions Q1 – Q6.

0 1 2 3 4
# experts

L1: Meta-clustering helps
L2: Text important

L3: Metadata important
L4: Accessible

L5: Easy to use
L6: Time savings

4 / 4
4 / 4
4 / 4
4 / 4

3 / 4
2 / 4

Figure 4.7: Design Lessons from Expert Feedback: the number of experts that explicitly
commented on each design lesson, without being prompted.

L1: Meta-clustering helps – (Q1)

All experts enjoyed that the ads were clustered together, rather than looking at them individ-
ually as is typically done in the current approach, manual labeling. The distinction between
micro-clusters and meta-clusters was also appreciated by the experts. E1 mentions that they

“liked the ability to look at the meta-cluster and then select some of the micro-clusters

and see some of the ads within those...[to] be able to drill down”.
E3 spent much of their time drilling down into particular micro-clusters to see how they varied,
saying

“being able to look at the individual micro-clusters really helps.”
E4 also mentioned the distinction between meta and micro-clustering as useful, saying that
they liked
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“the fact that you could go within certain ads within the micro-clusters”

L2: Text is important – (Q2, Q4)

Text was the most defining feature. All experts really enjoyed the text clustering, spending the
majority of their time interacting with TrafficVis on the Text panel. E4 says they

“liked the ad text...I used that a lot in how I was labeling.”
For each meta-cluster, every expert cited text as part of their reasoning for selecting their labels.
For most meta-clusters, all experts looked at the text the majority of the time. In particular, the
presence or absence of certain keywords were telling. When looking at the first meta-cluster,
E2 mentions

“I’m looking for keywords I usually see when I look at this stuff ”.
We distilled the most commonly cited text indicators of trafficking.

• Mention of exotic ethnicities (E1, E3)
• Scarcity: girls are constantly changing, new in town, or leaving soon (E1, E3)
• Multiple girls advertised (E1, E2)
• Particular keywords, redacted by request of the participating domain experts (E1 – E4)
• Offering high-risk services (E1 – E4)

Experts also commented that short ads or differing fonts in ads are possible indicators of spam
or scam (E1, E2, E4).

L3: Metadata provides useful insights – (Q2, Q4)

Experts commonly referenced various metadata properties as influencing their labeling deci-
sions. All experts interacted with all panels during their labeling. E1, E2, E3 explicitly men-
tioned looking at the number or similarity of phone numbers and E1-E4 all mentioned the
geographic spread when explaining their rationale for labeling particular meta-clusters. E3
referenced the temporal distribution multiple times, saying

“since you have multiple ads a day, this is likely not an individual escort...[they] post

a ton of websites on one day, but spread over a year” as part of their reasoning.
E4 particularly liked seeing the geographic spread:

“the geographical spread is very good too, it’s a very good indicator especially when

you’re labeling spam and scam, and also trafficking...”
Experts commented that seeing an explicit location offered in the ad text is an indicator against
spam or scam (E2, E3, E4).

L4: Accessible – (Q3)

TrafficVis is useful formany anti-HT stakeholders. All experts commented thatTrafficVis
could be used by domain experts and investigators. E1 believes that TrafficVis is

“really powerful for finding large organized crime groups.”
E1 suggested it would likely be

“more relevant to larger national law enforcement groups than local [law enforce-

ment], but [they] think it would be helpful in building cases or showing relationships.”
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E3mentioned that a huge benefit of TrafficViswas the curation ofmeta-cluster labels, stating
that TrafficVis is

“useful for labeling, for supervised training which is currently very difficult...and also

for verifying whether the underlying algorithms are correct.”
E3 was particularly excited about the possibility for investigators and attorneys to use Traf-
ficVis, stating that

“it would help investigators retrace their steps from jury or prosecution during testi-

mony...it would really add to explainability and justification for why that individual

is being indicted...[or] targeted.”
E2, E3, and E4 all explicitly mentioned that they’d like to label more clusters with TrafficVis.

L5: Easy to use – (Q3)

Broadly, experts liked the interface, saying they were “very impressed by the tool” (E2, E4) and
that it’s “easy to use” (E3, E4). E2 and E3 particularly enjoyed the one page layout, mentioning
that “you didn’t have to jump to another page to record your responses” and “the layout is nice,
don’t change it”.

L6: Time savings – (Q5)

TrafficVismakes labeling possible. E3 commented on the possible time savings as compared
to Marinus’ escort ad exploration software:

“it’s quick...even with TrafficJam it would take 20-30 minutes per cluster to try and

figure out what is going on. And then you wouldn’t even be able to label the ads. This is

a huge advantage over the way things are currently done. For law enforcement officers

they have no way...they have to do everything manually, there’s no way.”
E2 also mentioned the time savings, saying

“I could really see this speeding up scanning ads, especially if you’ve got one cluster

of ads and you see another cluster in the same geographical area, even over the same

time period.”
Experts consistently need about 2-3 minutes to provide labels with TrafficVis, with an av-
erage of 2 minutes and 36 seconds. The distributions of the time taken to label, per expert and
per meta-cluster, are shown in Figure 4.8, in comparison to E3’s estimation of 20-30 minutes.
This confirms a central motivating point of TrafficVis: the current solution, manual labeling,
is so time-intensive, that it is rarely ever done. With TrafficVis, it’s feasible to solicit labels
from domain experts.

4.6.6 Distribution of labels

The final labels, averaged among all experts, are shown in Figure 4.9 for each meta-cluster.
Circles represent the predominant label for each meta-cluster, while tick marks represent all
other labels. For example, in MC1, our experts gave an average score of 1, 1.25, 3, 2.5 and 4.25
to spam, scam, trafficking, at-will and massage labels respectively. This strongly indicates
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Figure 4.8: TrafficVis is fast: Experts consistently need about 2-4 minutes to provide labels,
while E3 estimates any other method would take at least 20-30 minutes. (top) labeling times by
expert, (bottom) shows labeling times by meta-cluster.

that MC1’s most likely label is massage. Looking at the highest-valued label for each meta-
cluster (circles), we see that we ended up with 6 at-will, 3 trafficking, and 1 massage.

4.6.6.1 Post-interview Questionnaire

The results of the post-interview questionnaire can be seen in Figure 4.10. We note that all
users had a positive experience with TrafficVis and see it implemented in practice.

4.7 Limitations and Future Work

4.7.1 Improvements to Algorithms and UI Design

Experts seemed confident in the results of our algorithms. However, we would like to integrate
more features into TrafficVis, such as an automated analysis of the spatial trajectories of
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Figure 4.9: Final labels: averaged scores among all experts, for each meta-cluster. Circles
represent clear winning labels. Experts usually agreed on one label, except for a few meta-
clusters that are close calls (2, 6). For both these meta-clusters, at least one expert called it
difficult to label based on the given information.

0 1 2 3 4 5

Explains patterns?
Police can understand?
Recommend to others?

Use in the future? 4.75
4.5
4.5

5

Figure 4.10: Experts lovedTrafficVis: results on a scale of 1 (strongly disagree) to 5 (strongly
agree). Full questions can be found in Appendix A.

meta-clusters over time. If a particular meta-cluster shows ads moving across the US over time
or circling back to the same few locations again and again, this could be indicative of a traveling
HT ring. Experts could use these patterns to better inform their labeling.

While we don’t currently have access to sensitive image data, only the hash codes for those
images, experts often look at image data to inform their labels. In particular, E3 noted that
including image data would have made it easier to label some meta-clusters (i.e. MC2, MC6).
If we get access to image data in the future, TrafficVis could analyze it to help experts in
various ways. For example, we could estimate the number of distinct people advertised in a
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particular meta-cluster, where a large number of possible victims would be indicative of an
organized HT ring.

In terms of the UI design, we got two minor pieces of feedback. E2 asked for larger font
sizes and E3 was interested in adding an additional label: “possible”, which would fall between
“3: Unsure” and “4: Likely”. Any substantial improvements to UI design would arise if we
implemented some of the algorithmic improvements mentioned above.

In the future, we would also like to incorporate more than just escort ads in our analysis.
Many ads have connections to social media websites, such as Twitter, Instagram, Facebook,
and OnlyFans accounts. We would like to collect some of this data and incorporate it into our
algorithms and visualizations. In particular, Instagram and Facebook are the most common
platforms for soliciting escort services [83], but their terms of service do not allow for crawling
data. It’s also against OnlyFans terms of service to crawl data, leaving only Twitter as a possible
source. Since we see few Twitter handles mentioned in escort ads compared to the other afore-
mentioned platforms, we believe the benefit of incorporating Twitter data would be marginal
at best.

4.7.2 Societal Impact and Practical Use

There has been much backlash in the media as well as academia about the use of black box
technologies in policing and investigative efforts [10, 81]. Frequently in these cases, investiga-
tive efforts are based on predictions of illegal activity derived from AI or other algorithms that
do not provide explainability and that prosecuting attorneys do not understand, which is dan-
gerous to act upon without verification. Since TrafficVis is specifically designed to detect
and visualize organized crime groups, it has the potential to be an ideal tool to explain how one
arrived at the decision that a case was a part of an organized crime group.

According to E3, TrafficVis could be justifiably used in court because no black box algo-
rithms were utilized. The visual presentation of individual ads in the Text panel shows exactly
how the ads are connected. For example, in Figure 4.1, we can see that the majority of the ad
content is the same, excepting some details such as dates and locations.

One of the largest concerns we have with building algorithms and systems for fighting HT
is to make sure that we are not stepping on the liberties of at-will sex workers, who also post
escort ads on these websites. While large clusters of text similarity generally signal organized
crime groups and not individual workers, we are conscious that they may appear in a meta-
cluster. Since TrafficVis does not outwardly classify any meta-clusters as HT cases, only
highlighting some possibly suspicious ones, we put the onus on domain experts to make the
final decision.

However, even without TrafficVis, an investigator could look at any of these ads on-
line, set up a fake appointment with a real escort worker, and arrest them for prostitution at
any time. We have to be very careful about which officers will get access to this software and
data, and we are working with Marinus Analytics to ensure that anyone with direct access to
a running instance of TrafficVis would be highly vetted. Furthermore, we’ve seen an en-
couraging trend towards practitioners taking a victim-centered approach to HT; US cities have
been decriminalizing prostitution in the past few years [11, 80]. By vetting the practitioners
users of TrafficVis to only officials that are clearly invested a victim-centric approach, we
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ensure that TrafficVis does not contribute to stepping on the liberties of at-will sex workers.
We also have ensured that we have stakeholders in multiple affected populations: not just the
perspective ofMarinus Analytics and practitioners but also of HT survivors by including an HT
survivor’s perspective throughout the design and feedback of TrafficVis.

4.7.3 Using our labels for downstream tasks.

The labeling design of TrafficVis was intentionally chosen to be flexible for the expert, al-
lowing them to rate on a scale of 1–5 for each label. However, this causes some difficulties for
us to post-process these labels before they are used in downstream tasks, particularly because
the labels are not disjoint. Downstream classification of meta-clusters will be difficult since
the same meta-cluster could be labeled in 25 different ways, and not all differences between
labels are insightful – the difference between a ‘4: Likely’ and ‘5: Very Likely’ may not be
very meaningful. Furthermore, a meta-cluster could simultaneously be at-will and massage,
or trafficking and massage. To handle this, we can do a few different things: (a) threshold
the label scores, i.e. an average score of 3.5 or higher indicates the meta-cluster falls under
that label, else it does not, (b) choose to not predict certain labels that overlap with others, i.e.
massage, or (c) treat our downstream task as prediction rather that classification.

4.7.4 Reproducibility and Application to Other Domains

Unfortunately, we cannot make the data publicly available to protect the safety of potential
victims. However, even with public data, our study could only be reproduced by somebody able
to solicit HT experts. Within these parameters, we have donewhatwe can tomakeTrafficVis
reproducible; the code for InfoShield and TrafficVis are open-sourced with synthetic data.

TrafficVis has specifically been designed for labeling suspicious meta-clusters of escort
ads for HT and other organized activity. However, TrafficVis could be applied, with small
modifications, as a cluster labeling solution for other domains. For example, coordinated dis-
information campaigns on social media have become a pervasive issue in the last few years
[22, 105], causing many tech companies to implement algorithms to find and flag suspicious
users online [38]. One could use TrafficVis’s pipeline to quickly label clusters of similar
social media posts, using relevant metadata such as images and usernames. Additionally, we
may be able to use InfoShield directly, as it was also successful finding organized, bot-like
behavior in Twitter data (see Chapter 3.6).

4.8 Conclusion

Facilitating the retrieval of high-quality labels for complex, multimodal data can be a challeng-
ing task. TrafficVis is a system designed to visualize this type of data for the HT problem,
making the following major contributions:

1. High-impact, being accessible to a variety of anti-HT stakeholders, including criminol-
ogists, domain experts, and investigators (see Section 4.6);
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2. Label generation, finally providing a way to generate high-quality cluster labels, which
will be used for further algorithm development;

3. Time-saving, granting a huge speedup overmanual labeling, according to feedback from
domain experts.

TrafficVis shows that even with such complex data, we can still design an interface that
lets domain experts quickly see big patterns while simultaneously allowing them to drill down
into specific entries when needed.

Through the process of soliciting expert feedback, we naturally curated a dataset labeled by
TrafficVis that will enable further algorithm development towards M.O. detection, allowing
investigators to quickly find meta-clusters of ads that actually represent real HT cases. Domain
experts andMarinus Analytics can use TrafficVis to label additional micro-clusters over time
and more quickly find new patterns in known M.O.s. This process can also enable researchers
to continually develop and evaluate M.O. detection algorithms, spam filters, and more, as we
see emerging trends in escort ads over the years to come.
Reproducibility: The code and synthetic data is open-sourced at https://github.com/catvaji
ac/TrafficVis.
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Chapter 5

TrafficBoard: Visualization for

Kickstarting Investigations

Figure 5.1: TrafficBoard improving evidence graph visualization.
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This chapter is based on preliminary work presented at IEEE VIS 2023 [106], followed by
consulting work done with Marinus Analytics to improve evidence graph visualization. The

results are being implemented into TrafficJam, their main software platform.

5.1 Problem and General Approach

Analysts, such as investigators, criminologists, or NGO workers, often utilize connections be-
tweenmetadata to analyze suspicious clusters. Our previouswork onHT evidence visualization
(Chapter 4) has stayed away from node-link diagrams, as these graphs contain very densely
connected regions that make them unreadable. However, investigators have been using simi-
lar visualization techniques for decades, even creating analog versions called Anacapa charts
[49, 98]. As such, Marinus Analytics is trying to add evidence-graph visualization to their soft-
ware platform, TrafficJam.

This chapter describes the formative study we ran with users of TrafficJam to better under-
stand how they use evidence graphs and the resulting graph-visualization, TrafficBoard,
which has the following advantages.

1. Formative Study with Actual Practitioners: To guide the design of TrafficBoard,
we ran a formative study with 10 actual users of TrafficJam across North America and Eu-
rope to better understand what role graphs play in their analysis, and where bottlenecks
with graph-based analysis in TrafficJam currently are.

2. Intuitive Graph Summarization & Layout: After identifying the bottlenecks, we ad-
dress the two immediately actionable problems: reducing cognitive overwhelm and im-
proving scalability, by summarizing and visualizing the evidence graph greedily using
known substructures.

Impact: This work is currently being implemented into TrafficJam. The code can be found at
https://github.com/catvajiac/graphvis.

5.2 Previous Attempts for Evidence Graph Visualization

Previously, Marinus Analytics implemented a three-dimensional representation of node-link
diagrams in an attempt to mitigate edge congestion [25] through interactivity. More specifi-
cally, this tool relied on users panning and zooming to change the camera’s field of view, but
many practitioners still struggled to determine which nodes were truly connected to each other,
leading to the tool’s eventual deprecation.

Node-link diagrams are widely used for graph visualization tasks, but face significant scal-
ability challenges as the size of the network increases [24]. A primary issue is edge congestion,
often referred to as the “hairball effect”, where excessive edge crossings and node occlusions
result in a visually impenetrable mass that obscures the underlying topological structure [7],
which grows disproportionately with graph size. While alternative visualization methods such
as adjacency-matrix representations [16, 24] avoid the hairball effect, practitioners prefer node-
link diagrams due to their familiarity with this representation in other tools, such as i2 Analyst
Notebook [53].
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5.3 Formative Study with Actual Marinus Users

How can we best understand what kinds of problems practitioners are facing with graph vi-
sualization in Marinus’ TrafficJam software? We ran a formative study with 10 current users
of TrafficJam across the United States, Canada, the United Kingdom, and Ireland to determine
how they currently use graph-based visualization tools in their analysis and what pitfalls they
run into. We first describe the study design in more detail, then summarize the results.

5.3.1 Study Design

In conjunction with domain experts, we first determined a set of three high-level Questions
(hereby referred to as Q1 – Q3) to better understand the use of graph-based tools in HT detec-
tion.
Q1. Understanding theCurrentWorkflow: How are evidence graphs useful to practitioners

in HT detection? How should the graphs be constructed?
Q2. Determine Context of Tool Use: Are graph-based visualizations used solely as an ex-

ploratory tool, or are they also used to summarize results to others? Who else might in-
teract with these tools?

Q3. Identify Bottlenecks: What is limiting about current graph-based tools? What added
functionality would help you the most?
To answer each question, we designed a set of 12 targeted prompts for participants to answer

during hour-long interviews, whichwere then refined after amock interviewwith an additional
domain expert. Table 5.1 summarizes each prompt andwhichQ1 –Q3 it was designed to answer.
The full phrasing of these questions can be found in Appendix B.

Summary of Prompt Q1 Q2 Q3

1 Why use graphs? What node types are useful? ✓ ✓
2 What tools do you currently use? ✓ ✓
3 What are the pain points? ✓ ✓
4 What patterns indicate HT? ✓ ✓
5 How are tools used in court / beyond investigation? ✓
6 Examples of previously prosecuted cases? ✓ ✓ ✓
7 Are false links a large issue? ✓ ✓
8 Are clusters of nodes interesting? ✓ ✓
9 What makes one node more relevant than another? ✓
10 Is data the bottleneck for pursuing cases? ✓ ✓
11 Add additional data to graph? ✓ ✓
12 Collaboration with other practitioners? ✓ ✓

Table 5.1: AnsweringHigh-Level Questions: A summary of each prompt and its correspond-
ing Questions. The full phrasing of these questions can be found in Appendix B.
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5.3.2 Takeaways from Practitioners: Answering Q1– Q3

Practitioners had much to say about how they use graphs in their work, as well as other use-
ful pieces of information about how they search for and prosecute HT. We summarize these
findings in two parts: domain-specific takeaways and graph-specific takeaways.

5.3.3 Domain-Specific Takeaways

We summarize domain-specific takeaways into five main themes.
1. HT in North America looks very different to HT in Europe (addr. Q1, Q2, Q3).

While the majority of HT in North America is domestic, the opposite is true in Europe,
with the majority of victims being foreign-born and therefore, uncomfortable talking
to government officials or law enforcement. To help mitigate this issue, many police
forces are employing liaisons for at-will workers and HT victims to better serve these
populations.

2. Government relationships with at-will workers greatly vary per country, affect-

ing fighting HT (addr. Q2, Q3). Both the United Kingdom and Ireland seemed to have
more positive relationships with at-will workers than in North America. Specifically in
Ireland, wellness checks, free STD screenings and contraception are offered, and at-will
workers have government representatives to call if they need assistance.

3. Once a lead is found, lack of data isn’t the bottleneck – the legal system is. (addr.

Q2, Q3) Once a lead is generated and an investigation started, practitioners can usually
easily find evidence through privileged information, such as cell-phone and email records,
bank statements, and more. Unfortunately, the real bottleneck comes in the legal system,
where most cases are never prosecuted, or if they are, it’s only using the more “straight-
forward” crime of money laundering, which almost always co-occurs with HT, but does
not require survivors to testify. While “victimless prosecution” is theoretically possible in
the United Kingdom, investigators lament that practically, no case is prosecuted without
survivors testifying, which can be difficult and dangerous for some survivors.

4. Signals of spam in North America are signals of trafficking elsewhere. (addr.

Q1, Q2, Q3) Surprisingly, practitioners in the United Kingdom described what we would
describe as spam in North America, namely the same phone number advertised in mul-
tiple locations per day, to represent trafficking in the UK. This likely occurs because
the physical distances are smaller between major cities in the UK, compared to North
America.

5. Geographic Movement Over Time is suspicious (addr. Q1, Q3). Investigators in the
UK and Ireland mentioned that victims are cycled between properties in various loca-
tions, which are often owned by the traffickers themselves. In particular, they look for
movement in and out of rural areas, where the presence of new people advertising online
can be more easily spotted.
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5.3.4 Graph Visualization Takeaways / Design Goals

In addition to the domain knowledge we gained, we identified three main takeaways (hereby
referred to as T1– T3).
T1. 7 / 10 participants: Graphs are overwhelming (addr. Q1, Q3) Participants struggle

to interpret patterns with so many nodes and edges on the screen, causing many to ig-
nore the feature. While multiple previous solutions were tried, including a 3d interactive
graph model, these ended up being overly confusing for participants, particularly for such
densely connected subregions of graphs.
Our remedy: With a combination of graph summarization methods and clever visualiza-
tion techniques, we can reduce the cognitive overwhelm on the practitioner.

T2. 6 / 10 participants: Scalability makes visualization infeasible (addr. Q1, Q3). The
current tool cannot process and does not visualize graphs above a certain size, particularly
affecting participants in densely populated regions of the UK, Canada, and the US where
evidence graphs tend to be larger.
Our remedy: Use graph summarization to reduce the number of nodes needed to be
shown.

T3. 5 / 10 participants: Better integration with TrafficJam filters (addr. Q1, Q2, Q3).
Participants currently struggle to understand how nodes in an evidence graph correspond
to other visualizations in TrafficJam.
Our remedy (ongoing): Ongoing engineering effort fromMarinus Analytics, as it includes
other parts of TrafficJam.
Since T3 is a software engineering effort, we focus on addressing T1 and T2 in the remain-

der of this chapter.

5.4 Resulting Interface: TrafficBoard

How can we (a) quickly summarize evidence graphs for TrafficJam on-the-fly and (b) improve
visual encodings to mitigate expert overwhelm? Upon construction of these evidence graphs,
we notice two clear structure types in the data, namely, bridges and stars. Pictoral representa-
tions of both structures can be found in Figure 5.2.

• bridge supernodes, representing a group of nodes who all only connected to the same two
neighbors, and

• star supernodes, representing a group of nodes that only connect to one central node.
Since these structures are so well-defined, we can greedily look for and compress nodes, pro-
cessing them in order of degree.

5.4.1 Visualization Techniques: Stars as “Halos”

Instead of representing each individual node in a star, we instead use a “halo” structure sur-
rounding the supernode. The halo maintains a similar look to the fanning out of individual
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Figure 5.2: Evidence graphs show clear structure: because of the way Marinus Analytics is
constructing these graphs, there are clear structures that can be summarized, namely, stars and
bridges.

nodes in a force-directed layout, keeping it intuitive for experts, but vastly reduces the num-
ber of nodes needed to be drawn. Halo size scales logarithmically with the number of nodes it
represents. Colors are based on the types of nodes compressed.

5.5 Ongoing Implementation&Recommended Evaluation

While TrafficBoard addresses takeaways T1 and T2, we cannot satisfy T3 or properly test
the graph layout’s improvements to Marinus’ TrafficJam before integration, which requires a
long-term engineering effort which is ongoing as of the writing of this thesis. Once Traf-

ficBoard has been integrated, we recommend running a Randomized Control Trial (RCT)
with the formative study participants.

5.5.1 Recommended Study Design

To evaluate the utility of TrafficBoard as a component of Marinus’ TrafficJam software, we
recommend a within-subjects design where each participant completes two blocks of cluster
investigation, one using TrafficJam alone, and the other using TrafficJam+TrafficBoard.
Meta-clusters from known HT groups will be split into two non-overlapping datasets, dataset
A and dataset B. Participants are then randomly assigned to one of two groups: Group 1 uses
TrafficJam alone to analyze dataset A and TrafficJam+TrafficBoard to analyze dataset B,
while Group 2 uses TrafficJam+TrafficBoard to analyze dataset A, then TrafficJam alone to
analyze dataset B, labeling the meta-clusters. Then, we can analyze the final labels to determine
(a) if TrafficJam+TrafficBoard helps practitioners be more effective in labeling clusters, and
(b) if TrafficJam+TrafficBoard helps practitioners more quickly identify potential cases.

This study design has the following advantages:
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• Neutralizes “Task Learning”: If TrafficBoard is inherently helpful, the participants
in Group 1 should show a significant jump in accuracy when adding TrafficBoard.
Conversely, if TrafficBoard is confusing, Group 2might actually perform better when
they switch back to the previous interface.

• Reduces “Participant Noise”: Some investigators are naturally more "eagle-eyed" than
others. By having the same person use both tools, you measure the delta in their individ-
ual performance rather than comparing two different people.

While TrafficBoard is still being implemented into Marinus Analytics’ software, Traf-
ficJam, initial feedback from experts has been optimistic, leaving us hopeful about its potential
to simplify case-building using evidence graphs for practitioners across North America and
Europe.
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Chapter 6

Discussion

6.1 Ethical Considerations

While proactive approaches can help victims get out of exploitation, these tools will only be
effective when used by governments with a victim-centric and at-will worker-centric approach.
While the algorithms described in this thesis are publicly available for research use, data access
is extremely restricted to ensure that any personal information about those advertised is not
used irresponsibly. To mitigate potential harm, Marinus Analytics only provides data access to
agencies, governments, and researchers that consistently show this commitment.

6.2 Beyond HT Detection: Using InfoShield for Survivor

Corroboration

While the scope of this thesis has been Trafficking Detection, as it is the most visible pain point,
we must ensure anti-HT efforts eventually extend beyond this phase to address the root causes
of this complex social issue, as well as help survivors rebuild their lives once they are out of
exploitation. In Figure 6.1, we identify two additional phases that victims and survivors go
through where technology could help.

Figure 6.1: The Trafficking Pipeline doesn’t start or stop with detection: while beyond
the scope of this thesis, there are other parts of this complex social issue that we can focus on.
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6.2.1 Ongoing Extension: Towards Rebuilding

In conjunction with collaborators at McGill University andMontreal-based NGO, La Sortie [62],
InfoShield is being used as part of a search / retrieval-based interface that survivors can use
to gather corroborating evidence towards them being trafficked, which is used in Canada for
debt forgiveness and other social programs. More specifically, a survivor provides a series of
dates, locations, phone numbers, or any other information they remember, which are matched
with InfoShield micro-clusters to help survivors find the advertisements describing them.
This corroboration can then be used to void any financial penalties survivors might face for not
having paid bills, etc while being exploited.

6.2.2 Future Direction: Towards Stopping Recruitment

This thesis specifically focuses on finding HT once the victims are already being trafficked,
primarily due to the available data and domain experts. However, there are other problems to
solve in this space, e.g., what if we tried to stop recruitment of victims into HT?

In the US, recruitment commonly happens through social media, often through private mes-
saging through Facebook, Instagram, and Snapchat, [102]; the issue is so pervasive that Meta
was fined for recruitment of a minor into HT through Facebook Messenger [54].1

Social media companies, since they have access to this data, could extend content mod-
eration efforts to include flagging behavior or accounts that exhibit predatory or grooming
behavior to limit the reach of traffickers to their intended targets.

Relevant Research Questions.

With access to social media posts or private messaging data, how could corporations
with HT recruitment issues flag users that are potential traffickers, so that they can be
manually verified and banned from the platform, reducing their potential for harm? How
should they incorporate the data’s multimodality (posts, comments, likes, images, video,
etc.)?

6.2.3 Future Direction: Incorporating additional data into finding HT.

InfoShield andDeltaShieldwere designed for unstructured text documents because they
create the best data source for suspicious signals of HT that is practically available at the time
of writing this thesis. With the addition of privileged data (i.e. cell-phone records / transcripts,
email content, bank statements etc), we could likely provide higher quality evidence to experts
when examining suspicious cases. More feasibly, it may be possible to incorporate data from
social media websites into our methods, since they are known hubs for both recruitment and
advertising of HT [103]. However, as of the writing of this thesis, it is infeasible for us to crawl

1Traffickers often look at social media websites to find people in vulnerable positions financially and socially,
i.e. that have few social ties to family and are not stably housed, then use those websites to recruit these people,
often under false pretenses of a relationship or job opportunity.

75



this data ourselves as it violates many platforms’ Terms of Services, or in the case of OnlyFans,
is financially prohibitive.

According to our domain experts, there are certain features of the images that can be in-
dicative of HT, such as the presence of a the same brand or tattoo on multiple HT victims.
As of the time of writing, Marinus Analytics has not provided images because of the danger
of de-anonymizing possible victims or sex workers, as well as the legal complications of the
university storing these images on their servers, particularly since some images contain Child
Sexual Abuse Material (i.e. explicit photos of minors). With these issues resolved, it is possible
that the addition of images could vastly improve our algorithms. However, it will likely intro-
duce yet another complication – using images might also spuriously connect advertisements
that should not be connected, as our experts have mentioned that some posters on escort web-
sites will steal images from other ads / use common photos, which will need to be handled.

Relevant Research Questions.

1. If we had access to private information such as cell-phone records or bank state-
ments, how can we augment InfoShield or DeltaShield to include this data?
How do we augment the current text-based clustering to include non-text features
that can be generated from private data?

2. If we had access to social mediawebsites, how couldwe incorporate themultimodal
data (i.e. text, images, videos, comments) into InfoShield and DeltaShield?

3. If we had access to images, what features will we try to extract? Should we connect
advertisements with images that seem to advertise the same person? Same tattoo?
Same hotel background? How do we extract those entities from images?

4. How would any of these data sources impact the ranking metric in InfoShield

and DeltaShield, which is currently primarily based on text compression effi-
cacy?

5. If we did have access to these data sources, how could we incorporate them into
TrafficVis and TrafficBoard? Should image data be directly visible in the
tools, or would statistics on extracted features be enough for the expert to label a
case or start an investigation?

6.3 Generative AI for Human Trafficking Detection

Large language models (LLMs) are being applied to a variety of problems with great success.
As of the writing of this thesis, the potential application to the HT domain has been limited,
particularly since most LLMs include guardrails against generating explicit content for obvious
safety reasons. Even when guardrails aren’t an issue, performance isn’t always as intended
when models aren’t trained on escort ad data; while we used previous versions of ChatGPT to
generate a synthetic HT dataset to promote academic reproducibility in the HT domain [77],
the ads generated read more like mini romance novels than actual escort advertisements. In
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addition, the dataset can no longer be generated using the same prompts with later GPTmodels,
due to changes in guardrails since the dataset was published.

While practitioners have concerns towards using LLMs directly for HT detection due to ex-
plainability issues and the chance of hallucinations of “hard evidence”, we could envision LLMs
being used to assist in summarizing or annotating already-found evidence in visualizations or
dashboards, pointing practitioners to the specific characteristics of a meta-cluster that they
might be most interested in. More generally, for high stakes applications like HT detection, we
recommend only including generative models where humans are directly in-the-loop and have
the available data to quickly and easily refute a potential hallucination.

6.4 Practical Lessons Learned

In the process of working closely with stakeholders on a variety of projects, including the chap-
ters in this thesis, we encountered many stumbling blocks that are common with real-world
problems. We summarize a few lessons learned in dealing with these stumbling blocks below.

Lesson #1: Talking to practitioners and stakeholders often is vital, even about lower-level
details. We can almost always learn something new.

It can be tempting, after initially formulating the research problem with practitioners, to it-
erate on possible solutions with other researchers, and only include practitioners once the work
is more finalized, especially when lower-level details are difficult to communicate. However,
including practitioner’s regular feedback has two advantages: not only can practitioners help
guide design decisions, researchers also directly benefit from trying to summarize the current
state of the work to non-experts. Personally, I often found it worked similarly to “rubber-duck
debugging”.

Lesson #2: No labeled data isn’t a non-starter, but it might require creative solutions.

Even for unsupervised approaches, labels are still eventually needed for proper evaluation.
Unfortunately, many impactful, real-world problems don’t come with gold-standard labeled
datasets, but this does not mean we cannot make progress towards these problems, we might
just need to alter our approach, as we did with TrafficVis in this thesis.

Lesson #3: Custom, “simpler” models are sometimes more appropriate for a real-world prob-
lem.

While state-of-the-art ML models may work for many tasks, they may not always be appro-
priate, especially in compute-constrained environments. In our case, we found state-of-the-art
text embedding methods to be less performant than InfoShield, not to mention less scalable.
In addition, in high-stakes environments, concern for potential harm, complex models may not
be preferred by practitioners if they do not meet desired interpretability criteria.
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Chapter 7

Conclusion

This thesis creates a pipeline enabling analysts, social workers, and investigators to (a) find
possible cases of human sex trafficking (HT) using publicly accessible data,(b) understand why
the lead is suspectedHT, and (c) quickly decide whether the case is worthy of further inspection.
We identified and addressed four practical challenges with HT detection:
*PC1: Dirty Data breaks standard assumptions of online text content.
*PC2: Few/Expensive Labels are difficult to procure for HT.
*PC3: Legal/Financial Limits affect possible model choices.
*PC4: Expert interpretability makes it difficult for experts to incorporate models.
Additionally, through the lens of finding HT online, this thesis makes the following contri-

butions to the intersection of applied machine learning, interactive data visualization:

Part 1: Algorithms for finding suspected HT in escort ads
Chapter 3: InfoShield andDeltaShield findmicroclusters of suspicious ads, outperform-
ing the state-of-the-art all while addressing a more realistic setting.

• Addressing Challenges:
InfoShield is unsupervised (addr. *PC1: Data),
uses principled methods that are more easily interpretable (addr. *PC3: Legal),
and
provides a summary template for each microcluster of similar ads (addr. *PC4: In-
terpret).

• Impact:
In the news: InfoShield highlighted on local Pittsburgh news channel WPXI �,
Carnegie Mellon University�, and McGill University�.
InfoShield is also being integrated by Marinus Analytics.
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Part 2: Visualization for data labeling and interpretation
Chapter 4: TrafficVis provides a 10x speedup in labeling time vs. manual labeling (addr.
*PC3: Legal), the previous standard and was highly rated in expert feedback.

• Addressing Challenges:
By carefully visualizing results from InfoShield with other relevant data in an
interactive dashboard (addr. *PC1: Data, *PC4: Interpret),
practitioners can finally see all the information available in the ads that can help
them label the cluster (addr. *PC2: Labels) as HT, at-will, or other.
TrafficVis provides a 10x speedup in labeling time vs. manual labeling (addr.
*PC3: Legal), the previous standard and was highly rated in expert feedback.

• Impact:
Best Poster Honorable Mention VIS 2021.
Best Paper Honorable Mention VIS 2022.
TrafficVis was used to curate a small labeled dataset that can be used for evalu-
ation.

Chapter 5: TrafficBoard summarizes connections between pieces of evidence in a particu-
lar case to help practitioners kickstart their consideration or possible investigation of a potential
case.

• Addressing Challenges:
After a formative study of 14 practitioners across 4 countries in North America and
Europe (addr. *PC3: Legal),
TrafficBoard summarizes and redesigns standard graph-based layouts to help
interpretability of HT evidence graphs (addr. *PC4: Interpret)
and uses interactivity to help users more efficiently explore graph-based evidence
data, which is error-prone (addr. *PC1: Data).

• Impact:
TrafficBoard is currently being integrated by Marinus Analytics.

This thesis shows that the intersection of ML and visualization can lead to tools that have
massively positive impacts on systemic problems in today’s society, as long as these tools are
crerated through a human-forward approach that includes stakeholders at every step of the
process.
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Appendix A

TrafficVis Questions

[5 mins] Introduction and basic parameters.

Verify the following points:
1. the participant has read the offline document and has no further questions
2. the participant knows they will be recorded, and short quotes (related to their feedback

on the user study only) might be included in the results section of the paper

[10 mins] Introductory questions

1. How many years have you studied human trafficking?
2. On a scale of 1: not an expert to 5: expert – what is your level of comfort with looking at

online escort ads for signs of human trafficking / other organized activity?
3. On a scale of 1: not an expert to 5: expert – what is your level of comfort with AI /

clustering algorithms?
4. Do you actively look for cases yourself? If so, what is your current process for finding

these cases? Are there any particular algorithms / techniques that you use?
5. (If applicable) In your experience with police officers / federal law enforcement, how do

they look for cases?

[30 mins] Using the interface to label

• Ask participants to label all 10 clusters
• Tell them to “speak aloud”: asking any questions / commenting as they go

[15 mins] Conclusion

Open-ended questions:

1. What were your top three favorite things about the tool?
2. What three features would you like changed / added?
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3. Do you find the tool easy to use? Are there any sticking points?
4. How do you see this tool being used in practice?

Offline questions (to be filled in Google form):

1. How likely are you to use this software in the future?
2. Would you recommend it to a colleague?
3. How well does this tool help explain observed patterns?
4. Howwell do you think this tool will help a police officer, defense attorney, etc understand

these clustering results?

81



Appendix B

Formative Study Questions

Note: to more closely match the language practitioners use, instead of the terms graph, node,
and edge, these questions use the terms link chart, entity, and link, respectively.

1. Why use link charts? Which types of entities actually help with building a case?
2. How are you currently looking at those connections? Which tools (TrafficJam, i2) do you

use?
3. What are the pain points you see when investigating links between entities?
4. What patterns are most indicative of human sex trafficking? Does the timeline of entities

play a factor? Does the geographical spread of entities matter?
5. What type of supporting documentation is needed in court that relates to link charts? Do

you use them in court at all?
6. Are there examples of ground truth you can provide, i.e. past cases that have already

been prosecuted?
7. Should a connection between entities ever be dropped/ignored? E.g., if a connection is

older, or false?
8. Do you look for subgroups (clusters) of entities within a particular case? Could these

groups overlap or would they be separate?
9. Do you care about all the entities equally? What makes an entity more important? If it’s

well-connected (hub)? Are there entities that are similar enough to be combined?
10. How common is it that you don’t have enough data to pursue a case?
11. What data sources do you use (other than data from TrafficJam)? Public, private?
12. How much collaboration is there with other practitioners when investigating a lead?

With other police officers? With other domain experts or stakeholders?
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